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Summary

CVE CVE-2020-9099

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 14:15:00 UTC

Updated 2020-06-11 18:42:00 UTC

Description Huawei products IPS Module; NGFW Module; NIP6300; NIP6600; NIP6800; Secospace USG6300; Secospace USG6500; Secospace USG6600; USG9500 with versions of V500R001C00; V500R001C20; V500R001C30; V500R001C50; V500R001C60; V500R001C80; V500R005C00; V500R005C10; V500R005C20; V500R002C00; V500R002C10; V500R002C20; V500R002C30 have an improper authentication vulnerability. Attackers need to perform some operations to exploit the vulnerability. Successful exploit may obtain certain permissions on the device.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Ips Module - All All All

Hardware Huawei Ips Module - All All All

Operating System Huawei Ips Module Firmware v500r001c00 All All All

Operating System Huawei Ips Module Firmware v500r001c20 All All All

Operating System Huawei Ips Module Firmware v500r001c30 All All All

Operating System Huawei Ips Module Firmware v500r001c50 All All All

Operating System Huawei Ips Module Firmware v500r001c60 All All All

Operating System Huawei Ips Module Firmware v500r001c80 All All All

Operating System Huawei Ips Module Firmware v500r005c00 All All All

Operating System Huawei Ips Module Firmware v500r005c10 All All All

Operating System Huawei Ips Module Firmware v500r005c20 All All All

Operating System Huawei Ips Module Firmware v500r001c00 All All All

Operating System Huawei Ips Module Firmware v500r001c20 All All All

Operating System Huawei Ips Module Firmware v500r001c30 All All All

Operating System Huawei Ips Module Firmware v500r001c50 All All All

Operating System Huawei Ips Module Firmware v500r001c60 All All All

Operating System Huawei Ips Module Firmware v500r001c80 All All All
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Operating System Huawei Ips Module Firmware v500r001c80 All All All

Operating System Huawei Ips Module Firmware v500r005c00 All All All

Operating System Huawei Ips Module Firmware v500r005c10 All All All

Operating System Huawei Ips Module Firmware v500r005c20 All All All

Hardware Huawei Ngfw Module - All All All

Hardware Huawei Ngfw Module - All All All

Operating System Huawei Ngfw Module Firmware v500r001c00 All All All

Operating System Huawei Ngfw Module Firmware v500r001c20 All All All

Operating System Huawei Ngfw Module Firmware v500r001c30 All All All

Operating System Huawei Ngfw Module Firmware v500r001c50 All All All

Operating System Huawei Ngfw Module Firmware v500r001c60 All All All

Operating System Huawei Ngfw Module Firmware v500r002c00 All All All

Operating System Huawei Ngfw Module Firmware v500r002c10 All All All

Operating System Huawei Ngfw Module Firmware v500r002c20 All All All

Operating System Huawei Ngfw Module Firmware v500r002c30 All All All

Operating System Huawei Ngfw Module Firmware v500r005c00 All All All

Operating System Huawei Ngfw Module Firmware v500r005c10 All All All

Operating System Huawei Ngfw Module Firmware v500r005c20 All All All

Operating System Huawei Ngfw Module Firmware v500r001c00 All All All

Operating System Huawei Ngfw Module Firmware v500r001c20 All All All

Operating System Huawei Ngfw Module Firmware v500r001c30 All All All

Operating System Huawei Ngfw Module Firmware v500r001c50 All All All

Operating System Huawei Ngfw Module Firmware v500r001c60 All All All

Operating System Huawei Ngfw Module Firmware v500r002c00 All All All

Operating System Huawei Ngfw Module Firmware v500r002c10 All All All

Operating System Huawei Ngfw Module Firmware v500r002c20 All All All

Operating System Huawei Ngfw Module Firmware v500r002c30 All All All

Operating System Huawei Ngfw Module Firmware v500r005c00 All All All

Operating System Huawei Ngfw Module Firmware v500r005c10 All All All

Operating System Huawei Ngfw Module Firmware v500r005c20 All All All

Hardware Huawei Nip6300 - All All All

Hardware Huawei Nip6300 - All All All

Operating System Huawei Nip6300 Firmware v500r001c00 All All All

Operating System Huawei Nip6300 Firmware v500r001c20 All All All

Operating System Huawei Nip6300 Firmware v500r001c30 All All All

Operating System Huawei Nip6300 Firmware v500r001c50 All All All
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Operating System Huawei Nip6300 Firmware v500r001c60 All All All

Operating System Huawei Nip6300 Firmware v500r001c80 All All All

Operating System Huawei Nip6300 Firmware v500r005c00 All All All

Operating System Huawei Nip6300 Firmware v500r005c10 All All All

Operating System Huawei Nip6300 Firmware v500r005c20 All All All

Operating System Huawei Nip6300 Firmware v500r001c00 All All All

Operating System Huawei Nip6300 Firmware v500r001c20 All All All

Operating System Huawei Nip6300 Firmware v500r001c30 All All All

Operating System Huawei Nip6300 Firmware v500r001c50 All All All

Operating System Huawei Nip6300 Firmware v500r001c60 All All All

Operating System Huawei Nip6300 Firmware v500r001c80 All All All

Operating System Huawei Nip6300 Firmware v500r005c00 All All All

Operating System Huawei Nip6300 Firmware v500r005c10 All All All

Operating System Huawei Nip6300 Firmware v500r005c20 All All All

Hardware Huawei Nip6600 - All All All

Hardware Huawei Nip6600 - All All All

Operating System Huawei Nip6600 Firmware v500r001c00 All All All

Operating System Huawei Nip6600 Firmware v500r001c20 All All All

Operating System Huawei Nip6600 Firmware v500r001c30 All All All

Operating System Huawei Nip6600 Firmware v500r001c50 All All All

Operating System Huawei Nip6600 Firmware v500r001c60 All All All

Operating System Huawei Nip6600 Firmware v500r001c80 All All All

Operating System Huawei Nip6600 Firmware v500r005c00 All All All

Operating System Huawei Nip6600 Firmware v500r005c10 All All All

Operating System Huawei Nip6600 Firmware v500r005c20 All All All

Operating System Huawei Nip6600 Firmware v500r001c00 All All All

Operating System Huawei Nip6600 Firmware v500r001c20 All All All

Operating System Huawei Nip6600 Firmware v500r001c30 All All All

Operating System Huawei Nip6600 Firmware v500r001c50 All All All

Operating System Huawei Nip6600 Firmware v500r001c60 All All All

Operating System Huawei Nip6600 Firmware v500r001c80 All All All

Operating System Huawei Nip6600 Firmware v500r005c00 All All All

Operating System Huawei Nip6600 Firmware v500r005c10 All All All

Operating System Huawei Nip6600 Firmware v500r005c20 All All All

Hardware Huawei Nip6800 - All All All

Hardware Huawei Nip6800 - All All All
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Hardware Huawei Nip6800 - All All All

Operating System Huawei Nip6800 Firmware v500r001c60 All All All

Operating System Huawei Nip6800 Firmware v500r001c80 All All All

Operating System Huawei Nip6800 Firmware v500r005c00 All All All

Operating System Huawei Nip6800 Firmware v500r005c10 All All All

Operating System Huawei Nip6800 Firmware v500r005c20 All All All

Operating System Huawei Nip6800 Firmware v500r001c60 All All All

Operating System Huawei Nip6800 Firmware v500r001c80 All All All

Operating System Huawei Nip6800 Firmware v500r005c00 All All All

Operating System Huawei Nip6800 Firmware v500r005c10 All All All

Operating System Huawei Nip6800 Firmware v500r005c20 All All All

Hardware Huawei Secospace Usg6300 - All All All

Hardware Huawei Secospace Usg6300 - All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c00 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c20 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c30 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c50 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c60 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c80 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r005c00 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r005c10 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r005c20 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c00 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c20 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c30 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c50 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c60 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r001c80 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r005c00 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r005c10 All All All

Operating System Huawei Secospace Usg6300 Firmware v500r005c20 All All All

Hardware Huawei Secospace Usg6500 - All All All

Hardware Huawei Secospace Usg6500 - All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c00 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c20 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c30 All All All
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Operating System Huawei Secospace Usg6500 Firmware v500r001c50 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c60 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c80 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r005c00 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r005c10 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r005c20 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c00 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c20 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c30 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c50 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c60 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r001c80 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r005c00 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r005c10 All All All

Operating System Huawei Secospace Usg6500 Firmware v500r005c20 All All All

Hardware Huawei Secospace Usg6600 - All All All

Hardware Huawei Secospace Usg6600 - All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c00 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c20 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c30 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c50 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c60 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c80 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r005c00 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r005c10 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r005c20 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c00 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c20 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c30 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c50 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c60 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r001c80 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r005c00 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r005c10 All All All

Operating System Huawei Secospace Usg6600 Firmware v500r005c20 All All All
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