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Summary

CVE CVE-2020-9272

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-20 16:15:00 UTC

Updated 2021-11-09 17:48:00 UTC

Description ProFTPD 1.3.7 has an out-of-bounds (OOB) read vulnerability in mod_cap via the cap_text.c cap_to_text function.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opensuse Backports Sle 15.0 - All All

Application Opensuse Backports Sle 15.0 sp1 All All

Operating System Opensuse Leap 15.1 All All All

Application Proftpd Proftpd All All All All

Application Proftpd Proftpd 1.3.7 All All All

Application Proftpd Proftpd 1.3.7 All All All

Hardware Siemens Simatic Net Cp 1543-1 - All All All

Operating System Siemens Simatic Net Cp 1543-1 Firmware All All All All

Hardware Siemens Simatic Net Cp 1545-1 - All All All

Operating System Siemens Simatic Net Cp 1545-1 Firmware All All All All

References

Reference Source Link Tags

ProFTPd: Multiple vulnerabilities (GLSA 202003-35) — Gentoo security GENTOO security.gentoo.org

Out-of-bounds read in mod_cap getstateflags() function · Issue #902 · proftpd/proftpd · GitHub CONFIRM github.com Patch, Third Party Advisory

[security-announce] openSUSE-SU-2020:0273-1: moderate: Security update f SUSE lists.opensuse.org

github.com/proftpd/proftpd/blob/master/RELEASE_NOTES CONFIRM github.com Release Notes, Third Party Advisory

cert-portal.siemens.com/productcert/pdf/ssa-679335.pdf CONFIRM cert-portal.siemens.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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