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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2020-9281
PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2020-03-07 01:15:00 UTC

2023-11-07 03:26:00 UTC

A cross-site scripting (XSS) vulnerability in the HTML Data Processor for CKEditor 4.0 before 4.14 allows remote attackers

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Application Oracle Banking Enterprise Default Managment 2.12.0 All All All
Application Oracle Banking Enterprise Default Managment 2.6.2 All All All
Application Oracle Banking Enterprise Default Managment 2.7.0 All All All
Application Oracle Banking Enterprise Default Managment 2.71 All All All
Application Oracle Banking Enterprise Default Managment All All All All
Application Oracle Banking Platform 24.0 All All All
Application Oracle Banking Platform 2.7.0 All All All
Application Oracle Banking Platform 2.71 All All All
Application Oracle Banking Platform 2.8.0 All All All
Application Oracle Banking Platform 2.9.0 All All All
Application Oracle Commerce Merchandising 11.0.0 All All All
Application Oracle Commerce Merchandising 11.1.0 All All All
Application Oracle Commerce Merchandising 11.2.0 All All All
Application Oracle Commerce Merchandising 11.3.0 All All All
Application Oracle Commerce Merchandising 11.3.1 All All All
Application Oracle Commerce Merchandising 11.3.2 All All All
Application Oracle Jd Edwards Enterpriseone Tools All All All All
Application Oracle Peoplesoft Enterprise Peopletools - All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.56 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
Application Oracle Siebel Apps - Customer Order Management All All All All
Application Oracle Siebel Customer Order Management All All All All
Application Oracle Webcenter Portal 11.1.1.9.0 Al All All
Application Oracle Webcenter Portal 12.2.1.3.0 Al All All
Application Oracle Webcenter Portal 12.2.1.4.0 Al All All
Reference Source

[SECURITY] Fedora 32 Update: ckeditor-4.14.0-1.fc32 - package-announce - Fedora Mailing-Lists

GitHub - ckeditor/ckeditor4: The best enterprise-grade WYSIWYG editor. Fully customizable with countless features and plugins. MISC

[SECURITY] Fedora 30 Update: ckeditor-4.14.0-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA
Oracle Critical Patch Update Advisory - October 2020 MISC
Oracle Critical Patch Update Advisory - October 2021 MISC

Oracle Critical Patch Update Advisory - January 2022 MISC
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|ISECURIIY] Fedora 31 Update: ckeditor-4.14.0-1.1C31 - package-announce - Fedora Malling-LIsts FEDOHRA

[SECURITY] Fedora 30 Update: ckeditor-4.14.0-1.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: ckeditor-4.14.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA
Oracle Critical Patch Update Advisory - April 2021 MISC
Oracle Critical Patch Update Advisory - January 2021 MISC

[SECURITY] Fedora 31 Update: ckeditor-4.14.0-1.fc31 - package-announce - Fedora Mailing-Lists
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4] H

|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198710 Ubuntu Security Notification for CKEditor Vulnerabilities (USN-5340-1)
374875 Oracle PeopleSoft Enterprise PeopleTools Multiple vulnerabilitites (CPUJAN2021)

980303 Nodejs (npm) Security Update for ckeditor4 (GHSA-vcjf-mgcg-jxjq)
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