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Summary

CVE CVE-2020-9297

State PUBLIC

Assigner security-report@netflix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-14 20:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Netflix Titus, all versions prior to version v0.1.1-rc.274, uses Java Bean Validation (JSR 380) custom constraint validators. When building custom constraint violation error messages, different types of interpolation are supported, including Java EL expressions. If an attacker can inject arbitrary data in the error message template being passed to ConstraintValidatorContext.buildConstraintViolationWithTemplate() argument, they will be able to run arbitrary Java code.

Risk And Classification

Problem Types: CWE-917

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netflix Titus 0.1.1 - All All

Application Netflix Titus 0.1.1 rc244 All All

Application Netflix Titus 0.1.1 rc260 All All

Application Netflix Titus 0.1.1 rc261 All All

Application Netflix Titus 0.1.1 rc262 All All

Application Netflix Titus 0.1.1 rc263 All All

Application Netflix Titus 0.1.1 rc264 All All

Application Netflix Titus 0.1.1 rc265 All All

Application Netflix Titus 0.1.1 rc266 All All

Application Netflix Titus 0.1.1 rc267 All All

Application Netflix Titus 0.1.1 rc268 All All

Application Netflix Titus 0.1.1 rc269 All All

Application Netflix Titus 0.1.1 rc270 All All

Application Netflix Titus 0.1.1 rc271 All All

Application Netflix Titus 0.1.1 rc272 All All

Application Netflix Titus 0.1.1 rc273 All All

Application Netflix Titus All All All All
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Application Netflix Titus All All All All

Application Netflix Titus 0.1.1 - All All

Application Netflix Titus 0.1.1 rc244 All All

Application Netflix Titus 0.1.1 rc260 All All

Application Netflix Titus 0.1.1 rc261 All All

Application Netflix Titus 0.1.1 rc262 All All

Application Netflix Titus 0.1.1 rc263 All All

Application Netflix Titus 0.1.1 rc264 All All

Application Netflix Titus 0.1.1 rc265 All All

Application Netflix Titus 0.1.1 rc266 All All

Application Netflix Titus 0.1.1 rc267 All All

Application Netflix Titus 0.1.1 rc268 All All

Application Netflix Titus 0.1.1 rc269 All All

Application Netflix Titus 0.1.1 rc270 All All

Application Netflix Titus 0.1.1 rc271 All All

Application Netflix Titus 0.1.1 rc272 All All

Application Netflix Titus 0.1.1 rc273 All All

References

Reference Source Link Tags

security-bulletins/nflx-2020-002.md at master · Netflix/security-bulletins · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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