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Summary

CVE CVE-2020-9300

State PUBLIC

Assigner security-report@netflix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-09 15:15:00 UTC

Updated 2020-11-18 14:49:00 UTC

Description The Access Control issues include allowing a regular user to view a restricted incident, user role escalation to admin, users adding themselves as a participant in a restricted incident, and users able to view restricted incidents via the search feature. If your install has followed the secure deployment guidelines the risk of this is lowered, as this may only be exploited by an authenticated user.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netflix Dispatch All All All All

Application Netflix Dispatch All All All All

References

Reference Source Link Tags

security-bulletins/nflx-2020-005.md at master · Netflix/security-bulletins · GitHub MISC github.com Third Party Advisory

Release Release v20201106 · Netflix/dispatch · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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