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CVE CVE-2020-9327
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-21 22:15:00 UTC
Updated 2022-04-08 10:33:00 UTC
Description In SQLite 3.31.1, isAuxiliaryVtabOperator allows attackers to trigger a NULL pointer dereference and segmentation fault be
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical  Ubuntu Linux 16.04 All All All
Operating System Canonical  Ubuntu Linux 18.04 All All All
Operating System Canonical  Ubuntu Linux 19.10 All All All
Application Netapp Cloud Backup - All All All
Operating System Oracle Communications Messaging Server 8.1 All All All
Application Oracle Communications Network Charging And Control 12.0.2 All All All
Application Oracle Communications Network Charging And Control 6.0.1 All All All
Application Oracle Communications Network Charging And Control All All All All
Application Oracle Enterprise Manager Ops Center 12.4.0.0 Al All All
Application Oracle Hyperion Infrastructure Technology 11.1.24 Al All All
Application Oracle Mysgl Workbench All All All All
Application Oracle Outside In Technology 8.5.4 All All All
Application Oracle QOutside In Technology 8.5.5 All All All
Application Oracle Zfs Storage Appliance Kit 8.8 All All All
Application Siemens Sinec Infrastructure Network Services All All All All
Application Sqlite Sqlite 3.31.1 All All All
Application Salite Salite 3.31.1 All All All
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CVE-2020-9327 SQLite Vulnerability in NetApp Products | NetApp Product Security CONFIRM

MISC

MISC

MISC

MISC
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MISC

MISC
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MISC

CVE.ORG

NVD

Link
usn.ubuntu.com
security.netapp.com
www.oracle.com
www.oracle.com
www.sqlite.org
www.sqlite.org
cert-portal.siemens.com
www.sqlite.org
www.oracle.com
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Tags

Vendor Advisor

Vendor Advisor

Vendor Advisor

canonical

canonical, analy

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

940337 AlmalLinux Security Update for sqlite (ALSA-2020:4442)

377341 Alibaba Cloud Linux Security Update for sqglite (ALINUX3-SA-2022:0111)

750831 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2021:2320-1)

750834 OpenSUSE Security Update for sqlite3 (openSUSE-SU-2021:2320-1)

750856 OpenSUSE Security Update for sqlite3 (openSUSE-SU-2021:1058-1)

751168 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2021:3215-1)

296074 Oracle Solaris 11.4 Support Repository Update (SRU) 22.69.4 Missing (CPUAPR2020)

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

591406 Siemens SIMATIC S7-1500 CPU GNUY/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


https://usn.ubuntu.com/4298-1/
https://security.netapp.com/advisory/ntap-20200313-0002/
https://www.oracle.com/security-alerts/cpujul2020.html
https://www.oracle.com/security-alerts/cpuoct2020.html
https://www.sqlite.org/cgi/src/info/9d0d4ab95dc0c56e
https://www.sqlite.org/cgi/src/info/abc473fb8fb99900
https://cert-portal.siemens.com/productcert/pdf/ssa-389290.pdf
https://www.sqlite.org/cgi/src/info/4374860b29383380
https://www.oracle.com/security-alerts/cpuApr2021.html
https://security.gentoo.org/glsa/202003-16
https://www.oracle.com/security-alerts/cpujan2021.html
https://www.cve.org/CVERecord?id=CVE-2020-9327
https://nvd.nist.gov/vuln/detail/CVE-2020-9327
http://cve.report/qid/296074
http://cve.report/qid/377341
http://cve.report/qid/591406
http://cve.report/qid/750831
http://cve.report/qid/750834
http://cve.report/qid/750856
http://cve.report/qid/751168
http://cve.report/qid/770068
http://cve.report/qid/940337
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-9327
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


