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Summary

CVE CVE-2020-9342

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-22 23:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description The F-Secure AV parsing engine before 2020-02-05 allows virus-detection bypass via crafted Compression Method data in a GZIP archive. This affects versions before 17.0.605.474 (on Linux) of Cloud Protection For Salesforce, Email and Server Security, and Internet GateKeeper.

Risk And Classification

Problem Types: CWE-436

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F-secure Cloud Protection For Salesforce All All All All

Application F-secure Cloud Protection For Salesforce All All All All

Application F-secure Email And Server Security All All All All

Application F-secure Email And Server Security All All All All

Application F-secure Internet Gatekeeper All All All All

Application F-secure Internet Gatekeeper All All All All

References

Reference Source Link

Musings on Information Security and Data Privacy: [TZO-16-2020] - F-SECURE Generic Malformed Container bypass (GZIP) MISC blog.zoller.lu

F-SECURE Generic Malformed Container Bypass ≈ Packet Storm MISC packetstormsecurity.com

Full Disclosure: [TZO-16-2020] - F-SECURE Generic Malformed Container bypass (GZIP) FULLDISC seclists.org

Bugtraq: [TZO-16-2020] - F-SECURE Generic Malformed Container bypass (GZIP) BUGTRAQ seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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