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Summary

CVE CVE-2020-9347

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-16 22:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description ** DISPUTED ** Zoho ManageEngine Password Manager Pro through 10.x has a CSV Excel Macro Injection vulnerability via a crafted name that is mishandled by the Export Passwords feature. NOTE: the vendor disputes the significance of this report because they expect CSV risk mitigation to be provided by an external application, and do not plan to add CSV constraints to their own products.

Risk And Classification

Problem Types: CWE-1236

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Password Manager Pro 10.0 - All All

Application Zohocorp Manageengine Password Manager Pro 10.0 build10001 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10100 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10101 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10102 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10103 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10104 All All

Application Zohocorp Manageengine Password Manager Pro 10.2 build10200 All All

Application Zohocorp Manageengine Password Manager Pro 10.3 build10300 All All

Application Zohocorp Manageengine Password Manager Pro 10.3 build10301 All All

Application Zohocorp Manageengine Password Manager Pro 10.3 build10302 All All

Application Zohocorp Manageengine Password Manager Pro 10.4 - All All

Application Zohocorp Manageengine Password Manager Pro 10.4 build10400 All All

Application Zohocorp Manageengine Password Manager Pro 10.4 build10401 All All

Application Zohocorp Manageengine Password Manager Pro 10.4 build10402 All All

Application Zohocorp Manageengine Password Manager Pro 10.0 - All All

Application Zohocorp Manageengine Password Manager Pro 10.0 build10001 All All
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Application Zohocorp Manageengine Password Manager Pro 10.0 build10001 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10100 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10101 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10102 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10103 All All

Application Zohocorp Manageengine Password Manager Pro 10.1 build10104 All All

Application Zohocorp Manageengine Password Manager Pro 10.2 build10200 All All

Application Zohocorp Manageengine Password Manager Pro 10.3 build10300 All All

Application Zohocorp Manageengine Password Manager Pro 10.3 build10301 All All

Application Zohocorp Manageengine Password Manager Pro 10.3 build10302 All All

Application Zohocorp Manageengine Password Manager Pro 10.4 - All All

Application Zohocorp Manageengine Password Manager Pro 10.4 build10400 All All

Application Zohocorp Manageengine Password Manager Pro 10.4 build10401 All All

Application Zohocorp Manageengine Password Manager Pro 10.4 build10402 All All

References

Reference Source Link Tags

www.infigo.hr/upload/web_struktura/Zoho_ManageEngine_Password_Manager_Pro_1... MISC www.infigo.hr Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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