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Summary

CVE CVE-2020-9359

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-24 14:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description KDE Okular before 1.10.0 allows code execution via an action link in a PDF document.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Kde Okular All All All All

Application Kde Okular All All All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: okular-19.12.3-2.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2159-1] okular security update MLIST lists.debian.org

[SECURITY] Fedora 30 Update: okular-19.12.3-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Okular: Local restricted command execution (GLSA 202007-47) — Gentoo security GENTOO security.gentoo.org

Document::processAction: If the url points to a binary, don't run it (6a93a033) · Commits · KDE / Okular · GitLab CONFIRM invent.kde.org
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Document::processAction: If the url points to a binary, don't run it (6a93a033) · Commits · KDE / Okular · GitLab CONFIRM invent.kde.org

kde.org/info/security/advisory-20200312-1.txt CONFIRM kde.org

[SECURITY] Fedora 32 Update: okular-19.12.3-2.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: okular-19.12.3-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: okular-19.12.3-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2856-1] okular security update MLIST lists.debian.org

[SECURITY] Fedora 31 Update: okular-19.12.3-2.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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178960 Debian Security Update for okular (DLA 2856-1)

377497 Alibaba Cloud Linux Security Update for okular (ALINUX2-SA-2020:0154)
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