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Source Priority CVE Program / NVD first with legacy fallback
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Updated 2023-11-07 03:26:00 UTC
Description An issue was discovered in Pure-FTPd 1.0.49. An out-of-bounds (OOB) read has been detected in the pure_strcmp functio
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Pureftpd Pure-ftpd 1.0.49 All All All

Application Pureftpd Pure-ftpd 1.0.49 All All All

Reference Source Link Te
pure_strcmp(): len(s2) can be > len(s1) - jedisct1/pure-ftpd@bf6fcd4 - GitHub MISC github.com P:

[SECURITY] Fedora 32 Update: pure-ftpd-1.0.49-5.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Tt
Pure-FTPd: Multiple vulnerabilities (GLSA 202003-54) — Gentoo security GENTOO  security.gentoo.org Tt
[SECURITY] Fedora 31 Update: pure-ftpd-1.0.49-5.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Tt
[SECURITY] Fedora 30 Update: pure-ftpd-1.0.49-5.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Tt

[SECURITY] Fedora 30 Update: pure-ftpd-1.0.49-5.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[SECURITY] Fedora 31 Update: pure-ftpd-1.0.49-5.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 32 Update: pure-ftpd-1.0.49-5.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org ce
NVD vulnerability detail NVD nvd.nist.gov ce
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502337 Alpine Linux Security Update for pure-ftpd
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