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CVE CVE-2020-9366
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-24 17:15:00 UTC
Updated 2022-01-01 19:22:00 UTC
Description A buffer overflow was found in the way GNU Screen before 4.8.0 treated the special escape OSC 49. Specially crafted out
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnu Screen All All All All
Application Gnu Screen All All All All

References

Reference Source Link Tags
[screen-devel] GNU Screen v.4.8.0 MISC lists.gnu.org Mailir
GNU Screen: Buffer overflow (GLSA 202003-62) — Gentoo security GENTOO  security.gentoo.org

oss-security - Re: Re: GNU screen "out of bounds access when setting w_xtermosc after OSC 49"  MLIST www.openwall.com  Mailir
oss-security - GNU screen "out of bounds access when setting w_xtermosc after OSC 49" MISC www.openwall.com  Mailir
CVE Program record CVE.ORG www.cve.org canot
NVD vulnerability detail NVD nvd.nist.gov canot
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

500638 Alpine Linux Security Update for screen
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504403 Alpine Linux Security Update for screen
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