
CVE-2020-9369
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2020-9369

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-24 18:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description Sympa 6.2.38 through 6.2.52 allows remote attackers to cause a denial of service (disk consumption from temporary files, and a flood of notifications to listmasters) via a series of requests with malformed parameters.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Sympa Sympa All All All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: sympa-6.2.54-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: sympa-6.2.54-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

2020-001 Security flaws in CSRF prevension - Sympa, mailing list management software MISC sympa-community.github.io

[SECURITY] Fedora 30 Update: sympa-6.2.54-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: sympa-6.2.54-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: sympa-6.2.54-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: sympa-6.2.54-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SA 2020-001] Security flaws in CSRF prevension, CVE-2020-9369 · Issue #886 · sympa-community/sympa · GitHub MISC github.com

Debian -- Security Information -- DSA-4818-1 sympa DEBIAN www.debian.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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