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Django 1.11 before 1.11.29, 2.2 before 2.2.11, and 3.0 before 3.0.4 allows SQL Injection if untrusted data is used as a toler
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Djangoproject Django All All All All
Djangoproject Django All All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 32 All All All
Netapp Steelstore Cloud Integrated Storage - All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179320 Debian Security Update for python-django (DLA 3024-1)

239228 Red Hat Update for Satellite 6.9 (RHSA-2021:1313)

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
500578 Alpine Linux Security Update for py3-django

981481 Python (pip) Security Update for django (GHSA-3gh2-xw74-jmcw)
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