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Summary

CVE CVE-2020-9403

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-11 19:15:00 UTC

Updated 2020-08-19 20:42:00 UTC

Description In PACTware before 4.1 SP6 and 5.x before 5.0.5.31, passwords are stored in a recoverable format, and may be retrieved by any user with access to the PACTware workstation.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pactware Pactware All All All All

Application Pactware Pactware 2.4 sp4 All All

Application Pactware Pactware 3.0 sp5 All All

Application Pactware Pactware 3.5 All All All

Application Pactware Pactware 3.6 sp1 All All

Application Pactware Pactware All All All All

Application Pactware Pactware 2.4 sp4 All All

Application Pactware Pactware 3.0 sp5 All All

Application Pactware Pactware 3.5 All All All

Application Pactware Pactware 3.6 sp1 All All

References

Reference Source Link Tags

pactware.com/fileadmin/user_upload/Cyber-Security-Documents/2020-05-29_pub... CONFIRM pactware.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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