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Summary

CVE CVE-2020-9408

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-11 20:15:00 UTC

Updated 2020-03-13 16:13:00 UTC

Description The Spotfire library component of TIBCO Software Inc.'s TIBCO Spotfire Analytics Platform for AWS Marketplace and TIBCO Spotfire Server contains a vulnerability that theoretically allows an attacker with write permissions to the Spotfire Library, but not "Script Author" group permission, to modify attributes of files and objects saved to the library such that the system treats them as trusted. This could allow an attacker to cause the Spotfire Web Player, Analyst clients, and TERR Service into executing arbitrary code with the privileges of the system account that started those processes. Affected releases are TIBCO Software Inc.'s TIBCO Spotfire Analytics Platform for AWS Marketplace: versions 10.8.0 and below and TIBCO Spotfire Server: versions 7.11.9 and below, versions 7.12.0, 7.13.0, 7.14.0, 10.0.0, 10.0.1, 10.1.0, 10.2.0, 10.3.0, 10.3.1, 10.3.2, 10.3.3, 10.3.4, 10.3.5, and 10.3.6, versions 10.4.0, 10.5.0, 10.6.0, 10.6.1, 10.7.0, and 10.8.0.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Spotfire Analytics Platform For Aws All All All All

Application Tibco Spotfire Server 10.0.0 All All All

Application Tibco Spotfire Server 10.0.1 All All All

Application Tibco Spotfire Server 10.1.0 All All All

Application Tibco Spotfire Server 10.2.0 All All All

Application Tibco Spotfire Server 10.3.0 All All All

Application Tibco Spotfire Server 10.3.1 All All All

Application Tibco Spotfire Server 10.3.2 All All All

Application Tibco Spotfire Server 10.3.3 All All All

Application Tibco Spotfire Server 10.3.4 All All All

Application Tibco Spotfire Server 10.3.5 All All All

Application Tibco Spotfire Server 10.3.6 All All All

Application Tibco Spotfire Server 10.4.0 All All All

Application Tibco Spotfire Server 10.5.0 All All All

Application Tibco Spotfire Server 10.6.0 All All All

Application Tibco Spotfire Server 10.6.1 All All All

Application Tibco Spotfire Server 10.7.0 All All All
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Application Tibco Spotfire Server 10.7.0 All All All

Application Tibco Spotfire Server 10.8.0 All All All

Application Tibco Spotfire Server 7.12.0 All All All

Application Tibco Spotfire Server 7.13.0 All All All

Application Tibco Spotfire Server 7.14.0 All All All

Application Tibco Spotfire Server 10.0.0 All All All

Application Tibco Spotfire Server 10.0.1 All All All

Application Tibco Spotfire Server 10.1.0 All All All

Application Tibco Spotfire Server 10.2.0 All All All

Application Tibco Spotfire Server 10.3.0 All All All

Application Tibco Spotfire Server 10.3.1 All All All

Application Tibco Spotfire Server 10.3.2 All All All

Application Tibco Spotfire Server 10.3.3 All All All

Application Tibco Spotfire Server 10.3.4 All All All

Application Tibco Spotfire Server 10.3.5 All All All

Application Tibco Spotfire Server 10.3.6 All All All

Application Tibco Spotfire Server 10.4.0 All All All

Application Tibco Spotfire Server 10.5.0 All All All

Application Tibco Spotfire Server 10.6.0 All All All

Application Tibco Spotfire Server 10.6.1 All All All

Application Tibco Spotfire Server 10.7.0 All All All

Application Tibco Spotfire Server 10.8.0 All All All

Application Tibco Spotfire Server 7.12.0 All All All

Application Tibco Spotfire Server 7.13.0 All All All

Application Tibco Spotfire Server 7.14.0 All All All

Application Tibco Spotfire Server All All All All

References

Reference Source Link Tags

Advisory | TIBCO Software CONFIRM www.tibco.com Vendor Advisory

TIBCO Security Advisory: March 11, 2020 - TIBCO Spotfire Server | TIBCO Software CONFIRM www.tibco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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