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PHOENIX CONTACT TC ROUTER 3002T-4G through 2.05.3, TC ROUTER 2002T-3G through 2.05.3, TC ROUTER 30027
J 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware
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Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware

Hardware

Vendor Product Version Update Edition Language
Phoenixcontact Tc Cloud Client 1002-4¢g - All All All
Phoenixcontact Tc Cloud Client 1002-4g - All All All
Phoenixcontact Tc Cloud Client 1002-4g Firmware All All All All
Phoenixcontact Tc Cloud Client 1002-txtx - All All All
Phoenixcontact Tc Cloud Client 1002-txtx - All All All
Phoenixcontact Tc Cloud Client 1002-txtx Firmware All All All All
Phoenixcontact Tc Router 2002t-3g - All All All
Phoenixcontact Tc Router 2002t-3g - All All All
Phoenixcontact Tc Router 2002t-3g Firmware All All All All
Phoenixcontact Tc Router 3002t-4g - All All All
Phoenixcontact Tc Router 3002t-4g - All All All
Phoenixcontact Tc Router 3002t-4g Att - All All All
Phoenixcontact Tc Router 3002t-4g Att - All All All
Phoenixcontact Tc Router 3002t-4g Att Firmware All All All All
Phoenixcontact Tc Router 3002t-4g Firmware All All All All
Phoenixcontact Tc Router 3002t-4g Vzw - All All All
Phoenixcontact Tc Router 3002t-4g Vzw - All All All
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Operating System Phoenixcontact Tc Router 3002t-4g Vzw Firmware All All All All

References

Reference Source

PHOENIX CONTACT: TC Router and TC Cloud Client multiple vulnerabilities — English (USA) MISC

Full Disclosure: SEC Consult SA-20200312-0 :: Authenticated Command Injection in Phoenix Contact TC Router & TC Cloud Client  FULLD

Phoenix Contact TC Router / TC Cloud Client Command Injection = Packet Storm MISC
Advisories — English (USA) MISC
CVE Program record CVE.O
NVD vulnerability detail NVD

1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591324 Phoenix Contact TC Router and TC Cloud Client Multiple Vulnerabilities (VDE-2020-003)
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