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Summary

CVE CVE-2020-9479

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-01 16:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description When loading a UDF, a specially crafted zip file could allow files to be placed outside of the UDF deployment directory. This issue affected Apache AsterixDB unreleased builds between commits 580b81aa5e8888b8e1b0620521a1c9680e54df73 and 28c0ee84f1387ab5d0659e9e822f4e3923ddc22d. Note: this CVE may be REJECTed as the issue did not affect any released versions of Apache AsterixDB

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Asterixdb All All All All

Application Apache Asterixdb All All All All

References

Reference Source Link Tags

oss-security - [CVE-2020-9479] Directory traversal vulnerability in Apache AsterixDB MISC www.openwall.com Mailing List, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was discovered by Yiming Xiang of NSFOCUS

There are currently no legacy QID mappings associated with this CVE.
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