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https://lists.apache.org/thread.html/rc8473b08abdf3c16494ed817bec1717a0ee0c8080315bc27db5f21c3%2540%253Ccommits.tomee.apache.org%253E
https://lists.apache.org/thread.html/rb51ccd58b2152fc75125b2406fc93e04ca9d34e737263faa6ff0f41f@%253Cusers.tomcat.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GIQHXENTLYUNOES4LXVNJ2NCUQQRF5VJ/
https://lists.debian.org/debian-lts-announce/2020/05/msg00026.html
https://lists.apache.org/thread.html/rf70f53af27e04869bdac18b1fc14a3ee529e59eb12292c8791a77926@%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rfe62fbf9d4c314f166fe8c668e50e5d9dd882a99447f26f0367474bf%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rc8473b08abdf3c16494ed817bec1717a0ee0c8080315bc27db5f21c3@%253Ccommits.tomee.apache.org%253E
https://lists.apache.org/thread.html/r8a2ac0e476dbfc1e6440b09dcc782d444ad635d6da26f0284725a5dc%2540%253Cusers.tomcat.apache.org%253E
https://usn.ubuntu.com/4448-1/
https://lists.apache.org/thread.html/rc1778b38e74b5b6142414d57623bd55b023a72361f422836782fca3c%2540%253Cdev.tomcat.apache.org%253E
https://lists.debian.org/debian-lts-announce/2020/07/msg00010.html
http://www.openwall.com/lists/oss-security/2021/03/01/2
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Full Disclosure: [CVE-2020-9484] Apache Tomcat RCE via PersistentManager

Pony Mail!

Pony Mail!
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CVE-2020-9484 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security

Pony Mail!

Pony Mail!

Pony Mail!

Apache Tomcat: Remote code execution (GLSA 202006-21) — Gentoo security

[tomcat-dev] 20210301 svn commit: r1887027 - in /tomcat/site/trunk: docs/security-10.html docs/security-7.html docs/security-8.html docs/seci
McAfee Security Bulletin - ePolicy Orchestrator update addresses multiple vulnerabilities (CVE-2020-7317, CVE-2020-7318, CVE-2020-1393¢
[tomcat-users] 20210702 Re: CVE-2021-25329, was Re: Most recent security-related update to 8.5
Pony Mail!

[SECURITY] Fedora 32 Update: tomcat-9.0.36-1.fc32 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - July 2022

Oracle Critical Patch Update Advisory - April 2021

Oracle Critical Patch Update Advisory - January 2021

Debian -- Security Information -- DSA-4727-1 tomcat9

Pony Mail!

CVE Program record

NVD vulnerability detail

L] ]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174905 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2021:0988-1)
174906 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2021:0989-1)
174912 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2021:1009-1)
174941 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2021:1008-1)

174964 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2021:1431-1)



https://lists.apache.org/thread.html/r11ce01e8a4c7269b88f88212f21830edf73558997ac7744f37769b77@%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rfe62fbf9d4c314f166fe8c668e50e5d9dd882a99447f26f0367474bf%2540%253Cannounce.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rb1c0fb105ce2b93b7ec6fc1b77dd208022621a91c12d1f580813cfed@%253Cdev.tomcat.apache.org%253E
http://seclists.org/fulldisclosure/2020/Jun/6
https://lists.apache.org/thread.html/raa4123e472175bb052fbba165d37187cea923f755e8f3f30d124cb3f@%253Ccommits.tomee.apache.org%253E
https://lists.apache.org/thread.html/r7bc247fffcb1d58415215c861d2354bd653c86266230d78a93c71ae2@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r26950738f4b4ca2d256597cf391d52d3450fa665c297ea5ca38f5469%2540%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rf59c72572b9fee674a5d5cc6afeca4ffc3918a02c354a81cc50b7119%2540%253Ccommits.tomee.apache.org%253E
https://security.netapp.com/advisory/ntap-20200528-0005/
https://lists.apache.org/thread.html/rfe62fbf9d4c314f166fe8c668e50e5d9dd882a99447f26f0367474bf@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r123b3ebe389f46f9d337923f393cdae4d3e9b78d982d706712f0898c@%253Ccommits.tomee.apache.org%253E
https://lists.apache.org/thread.html/r7bc247fffcb1d58415215c861d2354bd653c86266230d78a93c71ae2%2540%253Cdev.tomcat.apache.org%253E
https://security.gentoo.org/glsa/202006-21
https://lists.apache.org/thread.html/rf6d5d57b114678d8898005faef31e9fd6d7c981fcc4ccfc3bc272fc9%2540%253Cdev.tomcat.apache.org%253E
https://kc.mcafee.com/corporate/index?page=content&id=SB10332
https://lists.apache.org/thread.html/r11ce01e8a4c7269b88f88212f21830edf73558997ac7744f37769b77%2540%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r26950738f4b4ca2d256597cf391d52d3450fa665c297ea5ca38f5469@%253Cusers.tomcat.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GIQHXENTLYUNOES4LXVNJ2NCUQQRF5VJ/
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.oracle.com/security-alerts/cpuApr2021.html
https://www.oracle.com/security-alerts/cpujan2021.html
https://www.debian.org/security/2020/dsa-4727
https://lists.apache.org/thread.html/rfe62fbf9d4c314f166fe8c668e50e5d9dd882a99447f26f0367474bf@%253Cannounce.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-9484
https://nvd.nist.gov/vuln/detail/CVE-2020-9484
http://cve.report/qid/174905
http://cve.report/qid/174906
http://cve.report/qid/174912
http://cve.report/qid/174941
http://cve.report/qid/174964

178492 Debian Security Update for tomcat8 (DLA 2596-1)

181163 Debian Security Update for tomcat9 (DLA 3160-1)

181177 Debian Security Update for tomcat9 (DSA 5265-1)

198724 Ubuntu Security Notification for Tomcat Vulnerabilities (USN-5360-1)

20275 Oracle Database 18c Critical OJVM Patch Update - April 2021

20278 Oracle Database 19c Critical OJVM Patch Update - April 2021

296062 Oracle Solaris 11.4 Support Repository Update (SRU) 43.113.3 Missing (CPUJAN2022)

296074 Oracle Solaris 11.4 Support Repository Update (SRU) 22.69.4 Missing (CPUAPR2020)

352256 Amazon Linux Security Advisory for tomcat8: ALAS-2021-1491

352262 Amazon Linux Security Advisory for tomcat7: ALAS-2021-1493

352298 Amazon Linux Security Update for tomcat7: AL2012-2021-341

356283 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-008

356300 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-009

377006 Alibaba Cloud Linux Security Update for tomcat (ALINUX2-SA-2020:0099)

670219 EulerOS Security Update for tomcat (EulerOS-SA-2021-1856)

670309 EulerOS Security Update for tomcat (EulerOS-SA-2021-1915)

6703383 EulerOS Security Update for tomcat (EulerOS-SA-2021-1891)

670677 EulerOS Security Update for tomcat (EulerOS-SA-2021-2435)

730510 Atlassian Jira Remote Code Execution (RCE) Vulnerability (JRASERVER-73223)

730575 Atlassian Jira Server and Data Center Multiple Servlet Apache Tomcat Vulnerability (JRASERVER-73739)

730646 Apache Tomcat Local Privilege Escalation Vulnerability (CVE-2020-9484)

730651 Apache Tomcat Local Privilege Escalation Vulnerability (CVE-2020-9484)

730656 Apache Tomcat Request mix-up with h2c Vulnerability (CVE-2021-25122)

730660 Apache Tomcat Local Privilege Escalation Vulnerability (CVE-2020-9484)

730662 Apache Tomcat Request mix-up with h2c Vulnerability (CVE-2021-25122)

730666 Apache Tomcat Local Privilege Escalation Vulnerability (CVE-2020-9484)

730668 Apache Tomcat Request mix-up with h2c Vulnerability (CVE-2021-25122)

750285 OpenSUSE Security Update for tomcat (openSUSE-SU-2021:0496-1)
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http://cve.report/qid/178492
http://cve.report/qid/181163
http://cve.report/qid/181177
http://cve.report/qid/198724
http://cve.report/qid/20275
http://cve.report/qid/20278
http://cve.report/qid/296062
http://cve.report/qid/296074
http://cve.report/qid/352256
http://cve.report/qid/352262
http://cve.report/qid/352298
http://cve.report/qid/356283
http://cve.report/qid/356300
http://cve.report/qid/377006
http://cve.report/qid/670219
http://cve.report/qid/670309
http://cve.report/qid/670333
http://cve.report/qid/670677
http://cve.report/qid/730510
http://cve.report/qid/730575
http://cve.report/qid/730646
http://cve.report/qid/730651
http://cve.report/qid/730656
http://cve.report/qid/730660
http://cve.report/qid/730662
http://cve.report/qid/730666
http://cve.report/qid/730668
http://cve.report/qid/750285
http://cve.report/qid/982093
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