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State
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Published
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/

CVE-2020-9488

MITRE NVD CVE.ORG JSON API

CVE-2020-9488

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback

2020-04-27 16:15:00 UTC

2023-11-07 03:26:00 UTC

Improper validation of certificate with host mismatch in Apache Log4j SMTP appender. This could allow an SMTPS connec

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)
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[SECURITY] [DLA 2852-1] apache-log4j2 security update

Debian -- Security Information -- DSA-5020-1 apache-log4j2
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[flink-issues] 20210510 [GitHub] [flink] zentol opened a new pull request #15879: [FLINK-22407][build] Bump log4j to 2.24.1
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178934 Debian Security Update for apache-log4j2 (DSA 5020-1)

178956 Debian Security Update for apache-log4j2 (DLA 2852-1)

20269 1BM DB2 Multiple Vulnerabilities (6466365)

20288 Oracle Database 19c Critical OJVM Patch Update - October 2020
20297 Oracle Database 18c Critical OJVM Patch Update - October 2020
20313 Oracle Database 12.2.0.1 Critical OJVM Patch Update - October 2020

982986 Java (maven) Security Update for org.apache.logging.log4j:log4j-core (GHSA-vwqg-5vrc-xw9h)
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