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Summary

CVE CVE-2020-9490

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-07 16:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description Apache HTTP Server versions 2.4.20 to 2.4.43. A specially crafted value for the 'Cache-Digest' header in a HTTP/2 request would result in a crash when the server actually tries to HTTP/2 PUSH a resource afterwards. Configuring the HTTP/2 feature via "H2Push off" will mitigate this vulnerability for unpatched servers.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Apache Http Server All All

Application Apache Http Server All All

Operating System Canonical Ubuntu Linux 16.04 All

Operating System Canonical Ubuntu Linux 18.04 All

Operating System Canonical Ubuntu Linux 20.04 All

Operating System Debian Debian Linux 10.0 All

Operating System Fedoraproject Fedora 31 All

Operating System Fedoraproject Fedora 32 All

Operating System Opensuse Leap 15.1 All

Operating System Opensuse Leap 15.2 All

Application Oracle Communications Element Manager All All

Application Oracle Communications Session Report Manager All All

Application Oracle Communications Session Route Manager All All

Application Oracle Enterprise Manager Ops Center 12.4.0.0 All

Application Oracle Hyperion Infrastructure Technology 11.1.2.4 All

Application Oracle Instantis Enterprisetrack 17.1 All

Application Oracle Instantis Enterprisetrack 17.2 All
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Application Oracle Instantis Enterprisetrack 17.2 All

Application Oracle Instantis Enterprisetrack 17.3 All

Application Oracle Zfs Storage Appliance Kit 8.8 All

Operating System Redhat Enterprise Linux 6.0 All

Operating System Redhat Enterprise Linux 7.0 All

Operating System Redhat Enterprise Linux 7.6 All

Operating System Redhat Enterprise Linux 7.7 All

Operating System Redhat Enterprise Linux 8.0 All

Operating System Redhat Enterprise Linux Eus 8.1 All

Operating System Redhat Enterprise Linux Eus 8.2 All

Operating System Redhat Enterprise Linux Eus 8.4 All

Operating System Redhat Enterprise Linux Eus 8.6 All

Operating System Redhat Enterprise Linux For Ibm Z Systems 8.0 All

Operating System Redhat Enterprise Linux For Ibm Z Systems Eus 8.1 All

Operating System Redhat Enterprise Linux For Ibm Z Systems Eus 8.2 All

Operating System Redhat Enterprise Linux For Ibm Z Systems Eus 8.4 All

Operating System Redhat Enterprise Linux For Ibm Z Systems Eus 8.6 All

Operating System Redhat Enterprise Linux For Power Little Endian 8.0 All

Operating System Redhat Enterprise Linux For Power Little Endian Eus 8.1 All

Operating System Redhat Enterprise Linux For Power Little Endian Eus 8.2 All

Operating System Redhat Enterprise Linux For Power Little Endian Eus 8.4 All

Operating System Redhat Enterprise Linux For Power Little Endian Eus 8.6 All

Operating System Redhat Enterprise Linux Server Aus 8.2 All

Operating System Redhat Enterprise Linux Server Aus 8.4 All

Operating System Redhat Enterprise Linux Server Aus 8.6 All

Operating System Redhat Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions 8.1 All

Operating System Redhat Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions 8.2 All

Operating System Redhat Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions 8.4 All

Operating System Redhat Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions 8.6 All

Operating System Redhat Enterprise Linux Server Tus 8.2 All

Operating System Redhat Enterprise Linux Server Tus 8.4 All

Operating System Redhat Enterprise Linux Server Tus 8.6 All

Operating System Redhat Enterprise Linux Server Update Services For Sap Solutions 8.1 All

Operating System Redhat Enterprise Linux Server Update Services For Sap Solutions 8.2 All

Operating System Redhat Enterprise Linux Server Update Services For Sap Solutions 8.4 All

Operating System Redhat Enterprise Linux Server Update Services For Sap Solutions 8.6 All
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Application Redhat Openstack 16.1 All

Application Redhat Openstack For Ibm Power 16.1 All

Application Redhat Software Collections 1.0 All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)

500020 Alpine Linux Security Update for apache2

503711 Alpine Linux Security Update for apache2

690506 Free Berkeley Software Distribution (FreeBSD) Security Update for apache httpd (76700d2f-d959-11ea-b53c-d4c9ef517024)

900119 CBL-Mariner Linux Security Update for httpd 2.4.43

903641 Common Base Linux Mariner (CBL-Mariner) Security Update for httpd (1976)

https://lists.apache.org/thread.html/rdf3e5d0a5f5c3d90d6013bccc6c4d5af59cf1f8c8dea5d9a283d13ce%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/ra4da876037477c06f2677d7a1e10b5a8613000fca99c813958070fe9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rfed9fea918e090383da33e393eb6c2755fccf05032bd7d6eb4737c9e%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r97d0faab6ed8fd0d439234b16d05d77b22a07b0c4817e7b3cca419cc%2540%253Ccvs.httpd.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ITVFDBVM6E3JF3O7RYLRPRCH3RDRHJJY/
https://lists.apache.org/thread.html/r09bb998baee74a2c316446bd1a41ae7f8d7049d09d9ff991471e8775@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r97d0faab6ed8fd0d439234b16d05d77b22a07b0c4817e7b3cca419cc@%253Ccvs.httpd.apache.org%253E
https://security.gentoo.org/glsa/202008-04
https://lists.apache.org/thread.html/r9e485ce5a01c9dc3d4d785a7d28aa7400ead1e81884034ff1f03cfee%2540%253Ccvs.httpd.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4NKWG2EXAQQB6LMLATKZ7KLSRGCSHVAN/
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e9f1a7609760f0f80562eaaec2aa3c32d525c3e0fca98b475240c71%2540%253Cdev.httpd.apache.org%253E
https://lists.apache.org/thread.html/ra4da876037477c06f2677d7a1e10b5a8613000fca99c813958070fe9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r0b6541c5fb2f8fb383861333400add7def625bc993300300de0b4f8d%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rfed9fea918e090383da33e393eb6c2755fccf05032bd7d6eb4737c9e@%253Ccvs.httpd.apache.org%253E
https://usn.ubuntu.com/4458-1/
https://www.oracle.com/security-alerts/cpujan2021.html
https://www.cve.org/CVERecord?id=CVE-2020-9490
https://nvd.nist.gov/vuln/detail/CVE-2020-9490
http://cve.report/qid/296072
http://cve.report/qid/377378
http://cve.report/qid/500020
http://cve.report/qid/503711
http://cve.report/qid/690506
http://cve.report/qid/900119
http://cve.report/qid/903641
https://cve.report/
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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