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Apache Archiva login service before 2.2.5 is vulnerable to LDAP injection. A attacker is able to retrieve user attribute data fi
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Problem Types: CWE-74
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Application
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Vendor Product Version Update Edition
Apache Archiva All All All
Apache Archiva All All All
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All
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https://lists.apache.org/thread.html/r7ae580f700ade57b00641a70a5c639a3ba576893bbf7f9fd93bc491d%2540%253Cusers.maven.apache.org%253E
http://www.openwall.com/lists/oss-security/2020/06/19/1
https://lists.apache.org/thread.html/r576eaabe3f772c045ec832a0200252494a2ce3f188f59450dd8f9b6d%2540%253Cusers.archiva.apache.org%253E
https://lists.apache.org/thread.html/r576eaabe3f772c045ec832a0200252494a2ce3f188f59450dd8f9b6d@%253Cusers.archiva.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-9495
https://nvd.nist.gov/vuln/detail/CVE-2020-9495
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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