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CVE CVE-2020-9496
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-15 16:15:00 UTC
Updated 2023-11-07 03:26:00 UTC
Description XML-RPC request are vulnerable to unsafe deserialization and Cross-Site Scripting issues in Apache OFBiz 17.12.03

Risk And Classification

Problem Types: CWE-79 | CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ofbiz 17.12.08 All All All

Application Apache Ofbiz 17.12.03 All All All

Reference Soul
Pony Mail! MLIS
Pony Mail!

Apache OfBiz 17.12.01 Remote Command Execution ~ Packet Storm MIS(
Pony Mail! MLIS
Pony Mail! MLIS
Pony Mail! MIS(

[ofbiz-commits] 20210427 [ofbiz-site] branch master updated: Updates security page for CVE-2021-29200 and 30128 fixed in 17.12.07

Pony Mail!
Apache OFBiz XML-RPC Java Deserialization = Packet Storm MIS(
Pony Mail!
Pony Mail!
Pony Mail! MLIE
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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