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CVE CVE-2020-9547
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-02 04:15:00 UTC
Updated 2023-11-07 03:26:00 UTC
Description FasterXML jackson-databind 2.x before 2.9.10.4 mishandles the interaction between serialization gadgets and typing, relate

/ |

1|

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Fasterxml Jackson-databind All All All All
Application Fasterxml Jackson-databind All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Oracle Autovue For Agile Product Lifecycle Management 21.0.2 All All All
Application Oracle Banking Platform All All All All
Application Oracle Communications Contacts Server 8.0.0.4.0 Al All All
Application Oracle Communications Contacts Server 8.0.0.4.0 Al All All
Application Oracle Communications Evolved Communications Application Server 7.1 All All All
Application Oracle Communications Evolved Communications Application Server 7.1 All All All
Application Oracle Communications Instant Messaging Server 10.0.1.4.0 All All All
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Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.4.0 Al All All
] fir]
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

238742 Red Hat Update for Satellite 6.8 release (RHSA-2020:4366)
960724 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:1644)

980305 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-q93h-jc49-78gg)
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