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Summary

CVE CVE-2020-9547

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-02 04:15:00 UTC

Updated 2023-11-07 03:26:00 UTC

Description FasterXML jackson-databind 2.x before 2.9.10.4 mishandles the interaction between serialization gadgets and typing, related to com.ibatis.sqlmap.engine.transaction.jta.JtaTransactionConfig (aka ibatis-sqlmap).

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Oracle Autovue For Agile Product Lifecycle Management 21.0.2 All All All

Application Oracle Banking Platform All All All All

Application Oracle Communications Contacts Server 8.0.0.4.0 All All All

Application Oracle Communications Contacts Server 8.0.0.4.0 All All All

Application Oracle Communications Evolved Communications Application Server 7.1 All All All

Application Oracle Communications Evolved Communications Application Server 7.1 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.4.0 All All All
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Application Oracle Communications Instant Messaging Server 10.0.1.4.0 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.4.0 All All All

Application Oracle Communications Network Charging And Control 6.0.1 All All All

Application Oracle Communications Network Charging And Control 6.0.1 All All All

Application Oracle Communications Network Charging And Control All All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.4.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.3.0.0 All All All

Application Oracle Enterprise Manager Base Platform 13.4.0.0 All All All

Application Oracle Global Lifecycle Management Opatch All All All All

Application Oracle Global Lifecycle Management Opatch All All All All

Application Oracle Jd Edwards Enterpriseone Orchestrator All All All All

Application Oracle Jd Edwards Enterpriseone Orchestrator All All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier 16.1 All All All

Application Oracle Primavera Unifier 16.2 All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier All All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 18.0 All All All

Application Oracle Retail Xstore Point Of Service 19.0 All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 18.0 All All All

Application Oracle Retail Xstore Point Of Service 19.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.4.0 All All All
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Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.4.0 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

238742 Red Hat Update for Satellite 6.8 release (RHSA-2020:4366)

960724 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:1644)

980305 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-q93h-jc49-78gg)
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