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Summary

CVE CVE-2020-9759

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-23 16:15:00 UTC

Updated 2022-04-22 19:05:00 UTC

Description A Vulnerability of LG Electronic web OS TV Emulator could allow an attacker to escalate privileges and overwrite certain files. This vulnerability is due to wrong environment setting. An attacker could exploit this vulnerability through crafted configuration files and executable files.

Risk And Classification

Problem Types: CWE-494

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Lg Webos - All All All

Application Weechat Weechat All All All All

Application Weechat Weechat All All All All

References

Reference Source Link Tags

irc: fix crash when receiving a malformed message 352 (who) · weechat/weechat@9904cb6 · GitHub MISC github.com Patch, Third Party Advisory

[SECURITY] [DLA 2157-1] weechat security update MLIST lists.debian.org

CVE-2020-XXXXX - Getting root on webOS · The Recurity Lablog CONFIRM blog.recurity-labs.com

[SECURITY] [DLA 2770-1] weechat security update MLIST lists.debian.org

WeeChat: Multiple vulnerabilities (GLSA 202003-51) — Gentoo security GENTOO security.gentoo.org

WeeChat :: documentation :: security MISC weechat.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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