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A memory corruption issue was addressed with improved state management. This issue is fixed in iOS 13.5 and iPadOS 1
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Apple Icloud All All All All
Apple Icloud All All All All
Apple Ipados All All All All
Apple Ipados All All All All
Apple Iphone Os All All All All
Apple Iphone Os All All All All
Apple Itunes All All All All
Apple ltunes All All All All
Apple Safari All All All All
Apple Safari All All All All
Apple Tvos All All All All
Apple Tvos All All All All
Apple Watchos All All All All
Apple Watchos All All All All

Reference

Source Link Tags


https://cve.report/
https://cve.report/CVE-2020-9807/mitre
https://cve.report/CVE-2020-9807/nist
https://cve.report/CVE-2020-9807/cve_org
https://cve.report/CVE-2020-9807.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/icloud
http://cve.report/vendor/apple
http://cve.report/software/apple/icloud
http://cve.report/vendor/apple
http://cve.report/software/apple/ipados
http://cve.report/vendor/apple
http://cve.report/software/apple/ipados
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/tvos
http://cve.report/vendor/apple
http://cve.report/software/apple/tvos
http://cve.report/vendor/apple
http://cve.report/software/apple/watchos
http://cve.report/vendor/apple
http://cve.report/software/apple/watchos

About the security content of tvOS 13.4.5 - Apple Support MISC
About the security content of iTunes 12.10.7 for Windows - Apple Support MISC
Safari 13.1.1 @EFa2UF 4 AV FVVICDUIT - Apple HR— MISC
Informationen zum Sicherheitsinhalt von iCloud fir Windows 7.19 - Apple Support  MISC
About the security content of watchOS 6.2.5 - Apple Support MISC

Windows A iCloud 11.2 DEFaUF«4 AV FUWYICDLIT - Apple BIR— MISC

About the security content of iOS 13.5 and iPadOS 13.5 - Apple Support MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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support.apple.com
support.apple.com
support.apple.com
support.apple.com
support.apple.com
support.apple.com
support.apple.com
WWW.CVe.org

nvd.nist.gov

Release Notes, Vendo
Release Notes, Vendo
Release Notes, Vendo
Release Notes, Vendo
Release Notes, Vendo
Release Notes, Vendo
Release Notes, Vendo
canonical

canonical, analysis

|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501292 Alpine Linux Security Update for webkit2gtk

501707 Alpine Linux Security Update for webkit2gtk

505513 Alpine Linux Security Update for webkit2gtk

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

940362 AlmaLinux Security Update for GNOME (ALSA-2020:4451)

960761 Rocky Linux Security Update for GNOME (RLSA-2020:4451)

690504 Free Berkeley Software Distribution (FreeBSD) Security Update for webkit2-gtk3 (efd03116-c2a9-11ea-82bc-b42e99a1b9c3)
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