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CVE CVE-2020-9843
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-09 17:15:00 UTC
Updated 2023-01-09 16:41:00 UTC
Description An input validation issue was addressed with improved input validation. This issue is fixed in iOS 13.5 and iPadOS 13.5, tv(
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Icloud All All All All
Application Apple Icloud All All All All
Operating System Apple Ipados All All All All
Operating System Apple Ipad Os All All All All
Operating System Apple Ipad Os All All All All
Operating System Apple Iphone Os All All All All
Operating System Apple Iphone Os All All All All
Application Apple ltunes All All All All
Application Apple ltunes All All All All
Application Apple Safari All All All All
Application Apple Safari All All All All
Operating System Apple Tvos All All All All
Operating System Apple Tvos All All All All
Operating System Apple Watchos All All All All
Operating System Apple Watchos All All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
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Operating System Canonical Ubuntu Linux 20.04
Operating System Canonical Ubuntu Linux 18.04
Operating System Canonical Ubuntu Linux 19.10
Operating System Canonical Ubuntu Linux 20.04
Operating System Debian Debian Linux 10.0
Operating System Debian Debian Linux 10.0
Operating System Fedoraproject Fedora 31
Operating System Fedoraproject Fedora 32
Operating System Fedoraproject Fedora 31
Operating System Fedoraproject Fedora 32
Operating System Opensuse Leap 15.1
Operating System Opensuse Leap 15.1
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References

Reference

About the security content of tvOS 13.4.5 - Apple Support

About the security content of iTunes 12.10.7 for Windows - Apple Support

Safari 1311 OEFaUF« AV FTUVICDUIT - Apple HiR— k

Informationen zum Sicherheitsinhalt von iCloud fir Windows 7.19 - Apple Support
About the security content of watchOS 6.2.5 - Apple Support

Windows A iCloud 11.2 tzFaUF 14 AV FUWVICDLT - Apple HR—
About the security content of iOS 13.5 and iPadOS 13.5 - Apple Support
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canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501292 Alpine Linux Security Update for webkit2gtk

501707 Alpine Linux Security Update for webkit2gtk

505513 Alpine Linux Security Update for webkit2gtk

940362 AlmaLinux Security Update for GNOME (ALSA-2020:4451)

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)

690504 Free Berkeley Software Distribution (FreeBSD) Security Update for webkit2-gtk3 (efd03116-c2a9-11ea-82bc-b42e99a1b9c3)
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960761 Rocky Linux Security Update for GNOME (RLSA-2020:4451)
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