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CVE CVE-2021-0127
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 23:15:00 UTC
Updated 2023-08-08 14:21:00 UTC
Description Insufficient control flow management in some Intel(R) Processors may allow an authenticated user to potentially enable a d

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Intel Celeron G1610 - All All All
Hardware Intel Celeron G1610t - All All All
Hardware Intel Celeron G1620 - All All All
Hardware Intel Celeron G1620t - All All All
Hardware Intel Celeron G1630 - All All All
Hardware Intel Celeron G1820 - All All All
Hardware Intel Celeron G1820t - All All All
Hardware Intel Celeron G1820te - All All All
Hardware Intel Celeron G1830 - All All All
Hardware Intel Celeron G3930e - All All All
Hardware Intel Celeron G3930te - All All All
Hardware Intel Core 13-1000g1 - All All All
Hardware Intel Core 13-1000g4 - All All All
Hardware Intel Core 13-1005g1 - All All All
Hardware Intel Core 13-10100 - All All All
Hardware Intel Core 13-10100e - All All All
Hardware Intel Core 13-10100f - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180136 Debian Security Update for intel-microcode (CVE-2021-0127)

198836 Ubuntu Security Notification for Intel Microcode Vulnerabilities (USN-5486-1)
353194 Amazon Linux Security Advisory for microcode_ctl : ALAS2-2022-1762

501196 Alpine Linux Security Update for intel-ucode

504020 Alpine Linux Security Update for intel-ucode

710874 Gentoo Linux intel-microcode Multiple Vulnerabilities (GLSA 202402-22)
751727 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:0502-1)
751735 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:0541-1)
751764 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:0574-1)
751765 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:0576-1)
751766 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:0575-1)

751767 OpenSUSE Security Update for ucode-intel (openSUSE-SU-2022:0574-1)
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