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Summary

CVE CVE-2021-0154

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-12 17:15:00 UTC

Updated 2022-08-19 12:36:00 UTC

Description Improper input validation in the BIOS firmware for some Intel(R) Processors may allow a privileged user to potentially enable aescalation of privilege via local access.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Core I5-7640x - All All All

Operating System Intel Core I5-7640x Firmware - All All All

Hardware Intel Core I7-3820 - All All All

Operating System Intel Core I7-3820 Firmware - All All All

Hardware Intel Core I7-3920xm - All All All

Operating System Intel Core I7-3920xm Firmware - All All All

Hardware Intel Core I7-3930k - All All All

Operating System Intel Core I7-3930k Firmware - All All All

Hardware Intel Core I7-3940xm - All All All

Operating System Intel Core I7-3940xm Firmware - All All All

Hardware Intel Core I7-3960x - All All All

Operating System Intel Core I7-3960x Firmware - All All All

Hardware Intel Core I7-3970x - All All All

Operating System Intel Core I7-3970x Firmware - All All All

Hardware Intel Core I7-4820k - All All All

Operating System Intel Core I7-4820k Firmware - All All All

Hardware Intel Core I7-4930k - All All All
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Hardware Intel Core I7-4930k - All All All

Operating System Intel Core I7-4930k Firmware - All All All

Hardware Intel Core I7-4930mx - All All All

Operating System Intel Core I7-4930mx Firmware - All All All

Hardware Intel Core I7-4940mx - All All All

Operating System Intel Core I7-4940mx Firmware - All All All

Hardware Intel Core I7-4960x - All All All

Operating System Intel Core I7-4960x Firmware - All All All

Hardware Intel Core I7-5820k - All All All

Operating System Intel Core I7-5820k Firmware - All All All

Hardware Intel Core I7-5930k - All All All

Operating System Intel Core I7-5930k Firmware - All All All

Hardware Intel Core I7-5960x - All All All

Operating System Intel Core I7-5960x Firmware - All All All

Hardware Intel Core I7-6800k - All All All

Operating System Intel Core I7-6800k Firmware - All All All

Hardware Intel Core I7-6850k - All All All

Operating System Intel Core I7-6850k Firmware - All All All

Hardware Intel Core I7-6900k - All All All

Operating System Intel Core I7-6900k Firmware - All All All

Hardware Intel Core I7-6950x - All All All

Operating System Intel Core I7-6950x Firmware - All All All

Hardware Intel Core I7-7740x - All All All

Operating System Intel Core I7-7740x Firmware - All All All

Hardware Intel Core I7-7800x - All All All

Operating System Intel Core I7-7800x Firmware - All All All

Hardware Intel Core I7-7820x - All All All

Operating System Intel Core I7-7820x Firmware - All All All

Hardware Intel Core I7-9800x - All All All

Operating System Intel Core I7-9800x Firmware - All All All

Hardware Intel Core I9-10900x - All All All

Operating System Intel Core I9-10900x Firmware - All All All

Hardware Intel Core I9-10920x - All All All

Operating System Intel Core I9-10920x Firmware - All All All

Hardware Intel Core I9-10940x - All All All

Operating System Intel Core I9-10940x Firmware - All All All
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Hardware Intel Core I9-10980xe - All All All

Operating System Intel Core I9-10980xe Firmware - All All All

Hardware Intel Core I9-7900x - All All All

Operating System Intel Core I9-7900x Firmware - All All All

Hardware Intel Core I9-7920x - All All All

Operating System Intel Core I9-7920x Firmware - All All All

Hardware Intel Core I9-7940x - All All All

Operating System Intel Core I9-7940x Firmware - All All All

Hardware Intel Core I9-7960x - All All All

Operating System Intel Core I9-7960x Firmware - All All All

Hardware Intel Core I9-7980xe - All All All

Operating System Intel Core I9-7980xe Firmware - All All All

Hardware Intel Core I9-9820x - All All All

Operating System Intel Core I9-9820x Firmware - All All All

Hardware Intel Core I9-9900x - All All All

Operating System Intel Core I9-9900x Firmware - All All All

Hardware Intel Core I9-9920x - All All All

Operating System Intel Core I9-9920x Firmware - All All All

Hardware Intel Core I9-9940x - All All All

Operating System Intel Core I9-9940x Firmware - All All All

Hardware Intel Core I9-9960x - All All All

Operating System Intel Core I9-9960x Firmware - All All All

Hardware Intel Core I9-9980xe - All All All

Operating System Intel Core I9-9980xe Firmware - All All All

Hardware Intel Xeon D-1513n - All All All

Operating System Intel Xeon D-1513n Firmware - All All All

Hardware Intel Xeon D-1518 - All All All

Operating System Intel Xeon D-1518 Firmware - All All All

Hardware Intel Xeon D-1520 - All All All

Operating System Intel Xeon D-1520 Firmware - All All All

Hardware Intel Xeon D-1521 - All All All

Operating System Intel Xeon D-1521 Firmware - All All All

Hardware Intel Xeon D-1523n - All All All

Operating System Intel Xeon D-1523n Firmware - All All All

Hardware Intel Xeon D-1527 - All All All

Operating System Intel Xeon D-1527 Firmware - All All All
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Operating System Intel Xeon D-1527 Firmware - All All All

Hardware Intel Xeon D-1528 - All All All

Operating System Intel Xeon D-1528 Firmware - All All All

Hardware Intel Xeon D-1529 - All All All

Operating System Intel Xeon D-1529 Firmware - All All All

Hardware Intel Xeon D-1531 - All All All

Operating System Intel Xeon D-1531 Firmware - All All All

Hardware Intel Xeon D-1533n - All All All

Operating System Intel Xeon D-1533n Firmware - All All All

Hardware Intel Xeon D-1537 - All All All
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Operating System Intel Xeon D-1543n Firmware - All All All

Hardware Intel Xeon D-1548 - All All All

Operating System Intel Xeon D-1548 Firmware - All All All

Hardware Intel Xeon D-1553n - All All All

Operating System Intel Xeon D-1553n Firmware - All All All
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Hardware Intel Xeon D-1567 - All All All
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Hardware Intel Xeon D-1571 - All All All

Operating System Intel Xeon D-1571 Firmware - All All All

Hardware Intel Xeon D-1577 - All All All

Operating System Intel Xeon D-1577 Firmware - All All All

Hardware Intel Xeon D-1602 - All All All

Operating System Intel Xeon D-1602 Firmware - All All All

Hardware Intel Xeon D-1622 - All All All
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Operating System Intel Xeon D-1622 Firmware - All All All
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Hardware Intel Xeon D-1633n - All All All
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Hardware Intel Xeon D-1712tr - All All All

Operating System Intel Xeon D-1712tr Firmware - All All All

Hardware Intel Xeon D-1713nt - All All All

Hardware Intel Xeon D-1713nte - All All All

Operating System Intel Xeon D-1713nte Firmware - All All All

Operating System Intel Xeon D-1713nt Firmware - All All All

Hardware Intel Xeon D-1714 - All All All

Operating System Intel Xeon D-1714 Firmware - All All All

Hardware Intel Xeon D-1715ter - All All All

Operating System Intel Xeon D-1715ter Firmware - All All All

Hardware Intel Xeon D-1718t - All All All

Operating System Intel Xeon D-1718t Firmware - All All All

Hardware Intel Xeon D-1722ne - All All All

Operating System Intel Xeon D-1722ne Firmware - All All All

Hardware Intel Xeon D-1726 - All All All

Operating System Intel Xeon D-1726 Firmware - All All All

Hardware Intel Xeon D-1732te - All All All

Operating System Intel Xeon D-1732te Firmware - All All All

Hardware Intel Xeon D-1733nt - All All All

Operating System Intel Xeon D-1733nt Firmware - All All All
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Hardware Intel Xeon E5-4660 V4 - All All All

Operating System Intel Xeon E5-4660 V4 Firmware - All All All

Hardware Intel Xeon E5-4667 V4 - All All All

Operating System Intel Xeon E5-4667 V4 Firmware - All All All

Hardware Intel Xeon E5-4669 V4 - All All All

Operating System Intel Xeon E5-4669 V4 Firmware - All All All

Hardware Intel Xeon E7-4809 V4 - All All All

Operating System Intel Xeon E7-4809 V4 Firmware - All All All

Hardware Intel Xeon E7-4820 V4 - All All All

Operating System Intel Xeon E7-4820 V4 Firmware - All All All

Hardware Intel Xeon E7-4830 V4 - All All All

Operating System Intel Xeon E7-4830 V4 Firmware - All All All

Hardware Intel Xeon E7-4850 V4 - All All All

Operating System Intel Xeon E7-4850 V4 Firmware - All All All

Hardware Intel Xeon E7-8860 V4 - All All All

Operating System Intel Xeon E7-8860 V4 Firmware - All All All

Hardware Intel Xeon E7-8867 V4 - All All All

Operating System Intel Xeon E7-8867 V4 Firmware - All All All

Hardware Intel Xeon E7-8870 V4 - All All All

Operating System Intel Xeon E7-8870 V4 Firmware - All All All

Hardware Intel Xeon E7-8880 V4 - All All All

Operating System Intel Xeon E7-8880 V4 Firmware - All All All

Hardware Intel Xeon E7-8890 V4 - All All All

Operating System Intel Xeon E7-8890 V4 Firmware - All All All

Hardware Intel Xeon E7-8891 V4 - All All All

Operating System Intel Xeon E7-8891 V4 Firmware - All All All

Hardware Intel Xeon E7-8893 V4 - All All All

Operating System Intel Xeon E7-8893 V4 Firmware - All All All

Hardware Intel Xeon E7-8894 V4 - All All All

Operating System Intel Xeon E7-8894 V4 Firmware - All All All

References

Reference Source Link Tags

INTEL-SA-00601 MISC www.intel.com

Intel SA-00601 BIOS Firmware Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e5-4660_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e5-4660_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e5-4667_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e5-4667_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e5-4669_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e5-4669_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4809_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4809_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4820_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4820_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4830_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4830_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4850_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-4850_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8860_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8860_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8867_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8867_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8870_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8870_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8880_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8880_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8890_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8890_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8891_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8891_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8893_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8893_v4_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8894_v4
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_e7-8894_v4_firmware
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00601.html
https://security.netapp.com/advisory/ntap-20220818-0003/
https://www.cve.org/CVERecord?id=CVE-2021-0154


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

376755 F5 BIG-IP Application Security Manager (ASM), Local Traffic Manager (LTM), Access Policy Manager (APM) Intel BIOS
Vulnerability (K16162257)

https://nvd.nist.gov/vuln/detail/CVE-2021-0154
http://cve.report/qid/376755
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-0154
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


