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Summary

CVE CVE-2021-0189

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-12 17:15:00 UTC

Updated 2022-08-19 12:10:00 UTC

Description Use of out-of-range pointer offset in the BIOS firmware for some Intel(R) Processors may allow a privileged user to potentially enable aescalation of privilege via local access.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Xeon Bronze 3204 - All All All

Operating System Intel Xeon Bronze 3204 Firmware - All All All

Hardware Intel Xeon Bronze 3206r - All All All

Operating System Intel Xeon Bronze 3206r Firmware - All All All

Hardware Intel Xeon E-2124 - All All All

Hardware Intel Xeon E-2124g - All All All

Operating System Intel Xeon E-2124g Firmware - All All All

Operating System Intel Xeon E-2124 Firmware - All All All

Hardware Intel Xeon E-2126g - All All All

Operating System Intel Xeon E-2126g Firmware - All All All

Hardware Intel Xeon E-2134 - All All All

Operating System Intel Xeon E-2134 Firmware - All All All

Hardware Intel Xeon E-2136 - All All All

Operating System Intel Xeon E-2136 Firmware - All All All

Hardware Intel Xeon E-2144g - All All All

Operating System Intel Xeon E-2144g Firmware - All All All

Hardware Intel Xeon E-2146g - All All All
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Hardware Intel Xeon E-2146g - All All All

Operating System Intel Xeon E-2146g Firmware - All All All

Hardware Intel Xeon E-2174g - All All All

Operating System Intel Xeon E-2174g Firmware - All All All

Hardware Intel Xeon E-2176g - All All All

Operating System Intel Xeon E-2176g Firmware - All All All

Hardware Intel Xeon E-2176m - All All All

Operating System Intel Xeon E-2176m Firmware - All All All

Hardware Intel Xeon E-2186g - All All All

Operating System Intel Xeon E-2186g Firmware - All All All

Hardware Intel Xeon E-2186m - All All All

Operating System Intel Xeon E-2186m Firmware - All All All

Hardware Intel Xeon E-2224 - All All All

Hardware Intel Xeon E-2224g - All All All

Operating System Intel Xeon E-2224g Firmware - All All All

Operating System Intel Xeon E-2224 Firmware - All All All

Hardware Intel Xeon E-2226g - All All All

Hardware Intel Xeon E-2226ge - All All All

Operating System Intel Xeon E-2226ge Firmware - All All All

Operating System Intel Xeon E-2226g Firmware - All All All

Hardware Intel Xeon E-2234 - All All All

Operating System Intel Xeon E-2234 Firmware - All All All

Hardware Intel Xeon E-2236 - All All All

Operating System Intel Xeon E-2236 Firmware - All All All

Hardware Intel Xeon E-2244g - All All All

Operating System Intel Xeon E-2244g Firmware - All All All

Hardware Intel Xeon E-2246g - All All All

Operating System Intel Xeon E-2246g Firmware - All All All

Hardware Intel Xeon E-2254me - All All All

Operating System Intel Xeon E-2254me Firmware - All All All

Hardware Intel Xeon E-2254ml - All All All

Operating System Intel Xeon E-2254ml Firmware - All All All

Hardware Intel Xeon E-2274g - All All All

Operating System Intel Xeon E-2274g Firmware - All All All

Hardware Intel Xeon E-2276g - All All All

Operating System Intel Xeon E-2276g Firmware - All All All
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Hardware Intel Xeon E-2276m - All All All

Hardware Intel Xeon E-2276me - All All All

Operating System Intel Xeon E-2276me Firmware - All All All

Hardware Intel Xeon E-2276ml - All All All

Operating System Intel Xeon E-2276ml Firmware - All All All

Operating System Intel Xeon E-2276m Firmware - All All All

Hardware Intel Xeon E-2278g - All All All

Hardware Intel Xeon E-2278ge - All All All

Hardware Intel Xeon E-2278gel - All All All

Operating System Intel Xeon E-2278gel Firmware - All All All

Operating System Intel Xeon E-2278ge Firmware - All All All

Operating System Intel Xeon E-2278g Firmware - All All All

Hardware Intel Xeon E-2286g - All All All

Operating System Intel Xeon E-2286g Firmware - All All All

Hardware Intel Xeon E-2286m - All All All

Operating System Intel Xeon E-2286m Firmware - All All All

Hardware Intel Xeon E-2288g - All All All

Operating System Intel Xeon E-2288g Firmware - All All All

Hardware Intel Xeon E-2314 - All All All

Operating System Intel Xeon E-2314 Firmware - All All All

Hardware Intel Xeon E-2324g - All All All

Operating System Intel Xeon E-2324g Firmware - All All All

Hardware Intel Xeon E-2334 - All All All

Operating System Intel Xeon E-2334 Firmware - All All All

Hardware Intel Xeon E-2336 - All All All

Operating System Intel Xeon E-2336 Firmware - All All All

Hardware Intel Xeon E-2356g - All All All

Operating System Intel Xeon E-2356g Firmware - All All All

Hardware Intel Xeon E-2374g - All All All

Operating System Intel Xeon E-2374g Firmware - All All All

Hardware Intel Xeon E-2378 - All All All

Hardware Intel Xeon E-2378g - All All All

Operating System Intel Xeon E-2378g Firmware - All All All

Operating System Intel Xeon E-2378 Firmware - All All All

Hardware Intel Xeon E-2386g - All All All

Operating System Intel Xeon E-2386g Firmware - All All All
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Operating System Intel Xeon E-2386g Firmware - All All All

Hardware Intel Xeon E-2388g - All All All

Operating System Intel Xeon E-2388g Firmware - All All All

Hardware Intel Xeon E3-1220 V5 - All All All

Operating System Intel Xeon E3-1220 V5 Firmware - All All All

Hardware Intel Xeon E3-1220 V6 - All All All

Operating System Intel Xeon E3-1220 V6 Firmware - All All All

Hardware Intel Xeon E3-1225 V5 - All All All

Operating System Intel Xeon E3-1225 V5 Firmware - All All All

Hardware Intel Xeon E3-1225 V6 - All All All

Operating System Intel Xeon E3-1225 V6 Firmware - All All All

Hardware Intel Xeon E3-1230 V5 - All All All

Operating System Intel Xeon E3-1230 V5 Firmware - All All All

Hardware Intel Xeon E3-1230 V6 - All All All

Operating System Intel Xeon E3-1230 V6 Firmware - All All All

Hardware Intel Xeon E3-1235l V5 - All All All

Operating System Intel Xeon E3-1235l V5 Firmware - All All All

Hardware Intel Xeon E3-1240l V5 - All All All

Operating System Intel Xeon E3-1240l V5 Firmware - All All All

Hardware Intel Xeon E3-1240 V5 - All All All

Operating System Intel Xeon E3-1240 V5 Firmware - All All All

Hardware Intel Xeon E3-1240 V6 - All All All

Operating System Intel Xeon E3-1240 V6 Firmware - All All All

Hardware Intel Xeon E3-1245 V5 - All All All

Operating System Intel Xeon E3-1245 V5 Firmware - All All All

Hardware Intel Xeon E3-1245 V6 - All All All

Operating System Intel Xeon E3-1245 V6 Firmware - All All All

Hardware Intel Xeon E3-1260l V5 - All All All

Operating System Intel Xeon E3-1260l V5 Firmware - All All All

Hardware Intel Xeon E3-1268l V5 - All All All

Operating System Intel Xeon E3-1268l V5 Firmware - All All All

Hardware Intel Xeon E3-1270 V5 - All All All

Operating System Intel Xeon E3-1270 V5 Firmware - All All All

Hardware Intel Xeon E3-1270 V6 - All All All

Operating System Intel Xeon E3-1270 V6 Firmware - All All All

Hardware Intel Xeon E3-1275 V5 - All All All
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Operating System Intel Xeon E3-1275 V5 Firmware - All All All

Hardware Intel Xeon E3-1275 V6 - All All All

Operating System Intel Xeon E3-1275 V6 Firmware - All All All

Hardware Intel Xeon E3-1280 V5 - All All All

Operating System Intel Xeon E3-1280 V5 Firmware - All All All

Hardware Intel Xeon E3-1280 V6 - All All All

Operating System Intel Xeon E3-1280 V6 Firmware - All All All

Hardware Intel Xeon E3-1285 V6 - All All All

Operating System Intel Xeon E3-1285 V6 Firmware - All All All

Hardware Intel Xeon E3-1501l V6 - All All All

Operating System Intel Xeon E3-1501l V6 Firmware - All All All

Hardware Intel Xeon E3-1501m V6 - All All All

Operating System Intel Xeon E3-1501m V6 Firmware - All All All

Hardware Intel Xeon E3-1505l V5 - All All All

Operating System Intel Xeon E3-1505l V5 Firmware - All All All

Hardware Intel Xeon E3-1505l V6 - All All All

Operating System Intel Xeon E3-1505l V6 Firmware - All All All

Hardware Intel Xeon E3-1505m V5 - All All All

Operating System Intel Xeon E3-1505m V5 Firmware - All All All

Hardware Intel Xeon E3-1505m V6 - All All All

Operating System Intel Xeon E3-1505m V6 Firmware - All All All

Hardware Intel Xeon E3-1515m V5 - All All All

Operating System Intel Xeon E3-1515m V5 Firmware - All All All

Hardware Intel Xeon E3-1535m V5 - All All All

Operating System Intel Xeon E3-1535m V5 Firmware - All All All

Hardware Intel Xeon E3-1535m V6 - All All All

Operating System Intel Xeon E3-1535m V6 Firmware - All All All

Hardware Intel Xeon E3-1545m V5 - All All All

Operating System Intel Xeon E3-1545m V5 Firmware - All All All

Hardware Intel Xeon E3-1558l V5 - All All All

Operating System Intel Xeon E3-1558l V5 Firmware - All All All

Hardware Intel Xeon E3-1565l V5 - All All All

Operating System Intel Xeon E3-1565l V5 Firmware - All All All

Hardware Intel Xeon E3-1575m V5 - All All All

Operating System Intel Xeon E3-1575m V5 Firmware - All All All
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