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Certain versions of Junos from Juniper contain the following
vulnerability:

A sensitive information disclosure vulnerability in delta-export
configuration utility (dexp) of Juniper Networks Junos OS may allow a
locally authenticated shell user the ability to create and read database
files generated by the dexp utility, including password hashes of local
users. Since dexp is shipped with setuid permissions enabled and is

owned by the root user, this vulnerability may allow a local privileged user the ability to run
dexp with root privileges and access sensitive information in the dexp database. This issue
affects Juniper Networks Junos OS: 15.1 versions prior to 15.1R7-S8; 15.1X49 versions prior
to 15.1X49-D230; 17.3 versions prior to 17.3R3-S9; 17.4 versions prior to 17.4R2-S12,
17.4R3-S3; 18.1 versions prior to 18.1R3-S11; 18.2 versions prior to 18.2R3-S6; 18.2X75
versions prior to 18.2X75-D34; 18.3 versions prior to 18.3R3-S4; 18.4 versions prior to
18.4R2-S7, 18.4R3-S6; 19.1 versions prior to 19.1R1-S6, 19.1R2-S2, 19.1R3-S3; 19.2
versions prior to 19.2R1-S5, 19.2R3-S1; 19.3 versions prior to 19.3R2-S5, 19.3R3-S1; 19.4
versions prior to 19.4R1-S3, 19.4R2-S2, 19.4R3-S1; 20.1 versions prior to 20.1R1-S4,
20.1R2; 20.2 versions prior to 20.2R1-S2, 20.2R2.

Vulnerability Patch/Work Around

CVSS3 Score: 7.8 - HIGH

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

LOCAL LOW LOW NONE

Scope Confidentiality Integrity Availability

CVE-2021-0204 has been assigned by  sirt@juniper.net to track the vulnerability - currently rated as HIGH  severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Use access lists or firewall filters to limit CLI access to the device only from trusted, administrative networks or hosts. Limit access to the
Junos OS shell to only trusted system administrators.
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Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVSS2 Score: 7.2 - HIGH

Access
Vector

Access
Complexity

Authentication

LOCAL LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

COMPLETE COMPLETE COMPLETE

CVE References

Description Tags Link

2021-01 Security Bulletin: Junos OS: Multiple Local Privilege Escalation vulnerabilities in
SUID binaries - Juniper Networks

Vendor Advisory

kb.juniper.net

text/html

 CONFIRM
kb.juniper.net/JSA11114

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

43823 Juniper Junos Multiple Local Privilege Escalation Vulnerabilities (JSA11114)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Juniper Junos 15.1 - All All

Operating
System

Juniper Junos 15.1 a1 All All

Operating
System

Juniper Junos 15.1 f All All

Operating
System

Juniper Junos 15.1 f1 All All

Operating
System

Juniper Junos 15.1 f2 All All

Operating
System

Juniper Junos 15.1 f2-s1 All All

Operating
System

Juniper Junos 15.1 f2-s2 All All

Operating
System

Juniper Junos 15.1 f2-s3 All All

Operating
System

Juniper Junos 15.1 f2-s4 All All
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Operating
System

Juniper Junos 15.1 f3 All All

Operating
System

Juniper Junos 15.1 f4 All All

Operating
System

Juniper Junos 15.1 f5 All All

Operating
System

Juniper Junos 15.1 f5-s7 All All

Operating
System

Juniper Junos 15.1 f6 All All

Operating
System

Juniper Junos 15.1 f6-s1 All All

Operating
System

Juniper Junos 15.1 f6-s12 All All

Operating
System

Juniper Junos 15.1 f6-s2 All All

Operating
System

Juniper Junos 15.1 f6-s3 All All

Operating
System

Juniper Junos 15.1 f6-s4 All All

Operating
System

Juniper Junos 15.1 f6-s7 All All

Operating
System

Juniper Junos 15.1 f7 All All

Operating
System

Juniper Junos 15.1 r1 All All

Operating
System

Juniper Junos 15.1 r2 All All

Operating
System

Juniper Junos 15.1 r3 All All

Operating
System

Juniper Junos 15.1 r4 All All

Operating
System

Juniper Junos 15.1 r4-s7 All All

Operating
System

Juniper Junos 15.1 r4-s8 All All

Operating
System

Juniper Junos 15.1 r4-s9 All All

Operating
System

Juniper Junos 15.1 r5 All All

Operating
System

Juniper Junos 15.1 r5-s1 All All

Operating
System

Juniper Junos 15.1 r5-s5 All All

Operating
System

Juniper Junos 15.1 r5-s6 All All
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Operating
System

Juniper Junos 15.1 r6 All All

Operating
System

Juniper Junos 15.1 r6-s1 All All

Operating
System

Juniper Junos 15.1 r6-s2 All All

Operating
System

Juniper Junos 15.1 r6-s6 All All

Operating
System

Juniper Junos 15.1 r7 All All

Operating
System

Juniper Junos 15.1 r7-s1 All All

Operating
System

Juniper Junos 15.1 r7-s2 All All

Operating
System

Juniper Junos 15.1 r7-s3 All All

Operating
System

Juniper Junos 15.1 r7-s4 All All

Operating
System

Juniper Junos 15.1 r7-s5 All All

Operating
System

Juniper Junos 15.1 r7-s6 All All

Operating
System

Juniper Junos 15.1 r7-s7 All All

Operating
System

Juniper Junos 15.1 r7-s8 All All

Operating
System

Juniper Junos 17.3 - All All

Operating
System

Juniper Junos 17.3 r1-s1 All All

Operating
System

Juniper Junos 17.3 r2 All All

Operating
System

Juniper Junos 17.3 r2-s1 All All

Operating
System

Juniper Junos 17.3 r2-s2 All All

Operating
System

Juniper Junos 17.3 r2-s3 All All

Operating
System

Juniper Junos 17.3 r2-s4 All All

Operating
System

Juniper Junos 17.3 r2-s5 All All

Operating
System

Juniper Junos 17.3 r3 - All

Operating
System

Juniper Junos 17.3 r3-s1 All All
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Operating
System

Juniper Junos 17.3 r3-s10 All All

Operating
System

Juniper Junos 17.3 r3-s2 All All

Operating
System

Juniper Junos 17.3 r3-s3 All All

Operating
System

Juniper Junos 17.3 r3-s4 All All

Operating
System

Juniper Junos 17.3 r3-s7 All All

Operating
System

Juniper Junos 17.3 r3-s8 All All

Operating
System

Juniper Junos 17.3 r3-s9 All All

Operating
System

Juniper Junos 17.4 - All All

Operating
System

Juniper Junos 17.4 r1 All All

Operating
System

Juniper Junos 17.4 r1-s1 All All

Operating
System

Juniper Junos 17.4 r1-s2 All All

Operating
System

Juniper Junos 17.4 r1-s4 All All

Operating
System

Juniper Junos 17.4 r1-s5 All All

Operating
System

Juniper Junos 17.4 r1-s6 All All

Operating
System

Juniper Junos 17.4 r1-s7 All All

Operating
System

Juniper Junos 17.4 r2 All All

Operating
System

Juniper Junos 17.4 r2-s1 All All

Operating
System

Juniper Junos 17.4 r2-s10 All All

Operating
System

Juniper Junos 17.4 r2-s11 All All

Operating
System

Juniper Junos 17.4 r2-s2 All All

Operating
System

Juniper Junos 17.4 r2-s3 All All

Operating
System

Juniper Junos 17.4 r2-s4 All All

Operating
System

Juniper Junos 17.4 r2-s5 All All
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System

Operating
System

Juniper Junos 17.4 r2-s6 All All

Operating
System

Juniper Junos 17.4 r2-s7 All All

Operating
System

Juniper Junos 17.4 r2-s8 All All

Operating
System

Juniper Junos 17.4 r2-s9 All All

Operating
System

Juniper Junos 17.4 r3 All All

Operating
System

Juniper Junos 17.4 r3-s1 All All

Operating
System

Juniper Junos 17.4 r3-s2 All All

Operating
System

Juniper Junos 18.1 - All All

Operating
System

Juniper Junos 18.1 r1 All All

Operating
System

Juniper Junos 18.1 r2 All All

Operating
System

Juniper Junos 18.1 r2-s1 All All

Operating
System

Juniper Junos 18.1 r2-s2 All All

Operating
System

Juniper Junos 18.1 r2-s4 All All

Operating
System

Juniper Junos 18.1 r3 All All

Operating
System

Juniper Junos 18.1 r3-s1 All All

Operating
System

Juniper Junos 18.1 r3-s10 All All

Operating
System

Juniper Junos 18.1 r3-s2 All All

Operating
System

Juniper Junos 18.1 r3-s3 All All

Operating
System

Juniper Junos 18.1 r3-s4 All All

Operating
System

Juniper Junos 18.1 r3-s6 All All

Operating
System

Juniper Junos 18.1 r3-s7 All All

Operating
System

Juniper Junos 18.1 r3-s8 All All

Operating
System

Juniper Junos 18.1 r3-s9 All All
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System

Operating
System

Juniper Junos 18.2 - All All

Operating
System

Juniper Junos 18.2 r1 All All

Operating
System

Juniper Junos 18.2 r1-s3 All All

Operating
System

Juniper Junos 18.2 r1-s4 All All

Operating
System

Juniper Junos 18.2 r1-s5 All All

Operating
System

Juniper Junos 18.2 r2 All All

Operating
System

Juniper Junos 18.2 r2-s1 All All

Operating
System

Juniper Junos 18.2 r2-s2 All All

Operating
System

Juniper Junos 18.2 r2-s3 All All

Operating
System

Juniper Junos 18.2 r2-s4 All All

Operating
System

Juniper Junos 18.2 r2-s5 All All

Operating
System

Juniper Junos 18.2 r2-s6 All All

Operating
System

Juniper Junos 18.2 r3 All All

Operating
System

Juniper Junos 18.2 r3-s1 All All

Operating
System

Juniper Junos 18.2 r3-s2 All All

Operating
System

Juniper Junos 18.2 r3-s3 All All

Operating
System

Juniper Junos 18.2 r3-s4 All All

Operating
System

Juniper Junos 18.2 r3-s5 All All

Operating
System

Juniper Junos 18.3 - All All

Operating
System

Juniper Junos 18.3 r1 All All

Operating
System

Juniper Junos 18.3 r1-s1 All All

Operating
System

Juniper Junos 18.3 r1-s2 All All

Operating
System

Juniper Junos 18.3 r1-s3 All All
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System

Operating
System

Juniper Junos 18.3 r1-s5 All All

Operating
System

Juniper Junos 18.3 r1-s6 All All

Operating
System

Juniper Junos 18.3 r2 All All

Operating
System

Juniper Junos 18.3 r2-s1 All All

Operating
System

Juniper Junos 18.3 r2-s2 All All

Operating
System

Juniper Junos 18.3 r2-s3 All All

Operating
System

Juniper Junos 18.3 r2-s4 All All

Operating
System

Juniper Junos 18.3 r3 All All

Operating
System

Juniper Junos 18.3 r3-s1 All All

Operating
System

Juniper Junos 18.3 r3-s2 All All

Operating
System

Juniper Junos 18.3 r3-s3 All All

Operating
System

Juniper Junos 18.4 - All All

Operating
System

Juniper Junos 18.4 r1 All All

Operating
System

Juniper Junos 18.4 r1-s1 All All

Operating
System

Juniper Junos 18.4 r1-s2 All All

Operating
System

Juniper Junos 18.4 r1-s5 All All

Operating
System

Juniper Junos 18.4 r1-s6 All All

Operating
System

Juniper Junos 18.4 r2 All All

Operating
System

Juniper Junos 18.4 r2-s1 All All

Operating
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Operating
System
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Juniper Junos 18.4 r2-s4 All All
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System

Juniper Junos 18.4 r2-s6 All All

Operating
System

Juniper Junos 19.1 - All All

Operating
System

Juniper Junos 19.1 r1 All All

Operating
System

Juniper Junos 19.1 r1-s1 All All

Operating
System

Juniper Junos 19.1 r1-s2 All All

Operating
System

Juniper Junos 19.1 r1-s3 All All

Operating
System

Juniper Junos 19.1 r1-s4 All All

Operating
System

Juniper Junos 19.1 r2 All All

Operating
System

Juniper Junos 19.1 r2-s1 All All

Operating
System

Juniper Junos 19.1 r3 All All

Operating
System

Juniper Junos 19.1 r3-s1 All All

Operating
System

Juniper Junos 19.1 r3-s2 All All

Operating
System

Juniper Junos 19.1 r3-s3 All All

Operating
System

Juniper Junos 19.2 - All All

Operating
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Juniper Junos 19.2 r1 All All

Operating
System

Juniper Junos 19.2 r1-s1 All All

Operating
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Juniper Junos 19.2 r1-s2 All All

Operating
System

Juniper Junos 19.2 r1-s3 All All

Operating
System

Juniper Junos 19.2 r1-s4 All All

Operating
System

Juniper Junos 19.2 r1-s5 All All

Operating
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Operating
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Juniper Junos 19.3 r1-s1 All All

Operating
System

Juniper Junos 19.3 r2 All All

Operating
System

Juniper Junos 19.3 r2-s1 All All

Operating
System

Juniper Junos 19.3 r2-s2 All All

Operating
System

Juniper Junos 19.3 r2-s3 All All

Operating
System

Juniper Junos 19.3 r2-s4 All All

Operating
System

Juniper Junos 19.3 r2-s5 All All

Operating
System

Juniper Junos 19.3 r3 All All

Operating
System

Juniper Junos 19.4 r1 All All

Operating
System

Juniper Junos 19.4 r1-s1 All All

Operating
System

Juniper Junos 19.4 r1-s2 All All

Operating
System

Juniper Junos 19.4 r2 All All

Operating
System

Juniper Junos 19.4 r2-s1 All All

Operating
System

Juniper Junos 19.4 r3 All All

Operating
System

Juniper Junos 20.1 r1 All All

Operating
System

Juniper Junos 20.1 r1-s1 All All

Operating
System

Juniper Junos 20.1 r1-s2 All All

Operating
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Operating
System

Juniper Junos 20.2 r1 All All
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Operating
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Juniper Junos 15.1 f2 All All

Operating
System

Juniper Junos 15.1 f2-s1 All All

Operating
System

Juniper Junos 15.1 f2-s2 All All

Operating
System

Juniper Junos 15.1 f2-s3 All All

Operating
System

Juniper Junos 15.1 f2-s4 All All

Operating
System

Juniper Junos 15.1 f3 All All

Operating
System

Juniper Junos 15.1 f4 All All

Operating
System

Juniper Junos 15.1 f5 All All

Operating
System

Juniper Junos 15.1 f5-s7 All All

Operating
System

Juniper Junos 15.1 f6 All All

Operating
System

Juniper Junos 15.1 f6-s1 All All

Operating
System

Juniper Junos 15.1 f6-s12 All All

Operating
System

Juniper Junos 15.1 f6-s2 All All

Operating
System

Juniper Junos 15.1 f6-s3 All All

Operating
System

Juniper Junos 15.1 f6-s4 All All

Operating
System

Juniper Junos 15.1 f6-s7 All All

Operating
System

Juniper Junos 15.1 f7 All All

Operating
System

Juniper Junos 15.1 r1 All All

Operating
System

Juniper Junos 15.1 r2 All All

Operating
System
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Operating
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Operating Juniper Junos 15.1 r4-s7 All All
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Operating
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Juniper Junos 15.1 r4-s9 All All

Operating
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Juniper Junos 15.1 r5 All All

Operating
System

Juniper Junos 15.1 r5-s1 All All

Operating
System

Juniper Junos 15.1 r5-s5 All All

Operating
System

Juniper Junos 15.1 r5-s6 All All

Operating
System

Juniper Junos 15.1 r6 All All

Operating
System

Juniper Junos 15.1 r6-s1 All All

Operating
System

Juniper Junos 15.1 r6-s2 All All

Operating
System

Juniper Junos 15.1 r6-s6 All All

Operating
System

Juniper Junos 15.1 r7 All All

Operating
System

Juniper Junos 15.1 r7-s1 All All

Operating
System

Juniper Junos 15.1 r7-s2 All All

Operating
System

Juniper Junos 15.1 r7-s3 All All

Operating
System

Juniper Junos 15.1 r7-s4 All All

Operating
System

Juniper Junos 15.1 r7-s5 All All

Operating
System

Juniper Junos 15.1 r7-s6 All All

Operating
System

Juniper Junos 15.1 r7-s7 All All

Operating
System

Juniper Junos 15.1 r7-s8 All All

Operating
System

Juniper Junos 17.3 - All All

Operating
System
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Operating
System

Juniper Junos 17.3 r2-s1 All All

Operating
System

Juniper Junos 17.3 r2-s2 All All

Operating
System

Juniper Junos 17.3 r2-s3 All All

Operating
System

Juniper Junos 17.3 r2-s4 All All

Operating
System

Juniper Junos 17.3 r2-s5 All All

Operating
System

Juniper Junos 17.3 r3 - All

Operating
System

Juniper Junos 17.3 r3-s1 All All

Operating
System

Juniper Junos 17.3 r3-s10 All All

Operating
System

Juniper Junos 17.3 r3-s2 All All

Operating
System

Juniper Junos 17.3 r3-s3 All All

Operating
System

Juniper Junos 17.3 r3-s4 All All

Operating
System

Juniper Junos 17.3 r3-s7 All All

Operating
System

Juniper Junos 17.3 r3-s8 All All

Operating
System

Juniper Junos 17.3 r3-s9 All All

Operating
System

Juniper Junos 17.4 - All All

Operating
System
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Operating
System

Juniper Junos 17.4 r1-s1 All All

Operating
System

Juniper Junos 17.4 r1-s2 All All

Operating
System

Juniper Junos 17.4 r1-s4 All All

Operating
System

Juniper Junos 17.4 r1-s5 All All

Operating
System

Juniper Junos 17.4 r1-s6 All All

Operating
System

Juniper Junos 17.4 r1-s7 All All
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Juniper Junos 17.4 r2-s1 All All

Operating
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Operating
System

Juniper Junos 17.4 r2-s11 All All

Operating
System

Juniper Junos 17.4 r2-s2 All All

Operating
System

Juniper Junos 17.4 r2-s3 All All

Operating
System

Juniper Junos 17.4 r2-s4 All All

Operating
System

Juniper Junos 17.4 r2-s5 All All

Operating
System

Juniper Junos 17.4 r2-s6 All All

Operating
System

Juniper Junos 17.4 r2-s7 All All

Operating
System

Juniper Junos 17.4 r2-s8 All All

Operating
System

Juniper Junos 17.4 r2-s9 All All

Operating
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Operating
System
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Operating
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Operating
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Operating
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Juniper Junos 18.1 r3 All All

Operating
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Juniper Junos 18.1 r3-s10 All All
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Juniper Junos 18.1 r3-s2 All All

Operating
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Juniper Junos 18.1 r3-s3 All All

Operating
System

Juniper Junos 18.1 r3-s4 All All

Operating
System

Juniper Junos 18.1 r3-s6 All All

Operating
System

Juniper Junos 18.1 r3-s7 All All

Operating
System

Juniper Junos 18.1 r3-s8 All All

Operating
System

Juniper Junos 18.1 r3-s9 All All

Operating
System

Juniper Junos 18.2 - All All

Operating
System

Juniper Junos 18.2 r1 All All

Operating
System

Juniper Junos 18.2 r1-s3 All All

Operating
System

Juniper Junos 18.2 r1-s4 All All

Operating
System

Juniper Junos 18.2 r1-s5 All All

Operating
System

Juniper Junos 18.2 r2 All All

Operating
System

Juniper Junos 18.2 r2-s1 All All

Operating
System

Juniper Junos 18.2 r2-s2 All All

Operating
System

Juniper Junos 18.2 r2-s3 All All

Operating
System

Juniper Junos 18.2 r2-s4 All All

Operating
System

Juniper Junos 18.2 r2-s5 All All

Operating
System

Juniper Junos 18.2 r2-s6 All All

Operating
System

Juniper Junos 18.2 r3 All All

Operating
System

Juniper Junos 18.2 r3-s1 All All

Operating
System

Juniper Junos 18.2 r3-s2 All All

Operating
System

Juniper Junos 18.2 r3-s3 All All

Operating Juniper Junos 18.2 r3-s4 All All
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Operating
System

Juniper Junos 18.2 r3-s4 All All

Operating
System

Juniper Junos 18.2 r3-s5 All All

Operating
System

Juniper Junos 18.3 - All All

Operating
System

Juniper Junos 18.3 r1 All All

Operating
System

Juniper Junos 18.3 r1-s1 All All

Operating
System

Juniper Junos 18.3 r1-s2 All All

Operating
System

Juniper Junos 18.3 r1-s3 All All

Operating
System

Juniper Junos 18.3 r1-s5 All All

Operating
System

Juniper Junos 18.3 r1-s6 All All

Operating
System

Juniper Junos 18.3 r2 All All

Operating
System

Juniper Junos 18.3 r2-s1 All All

Operating
System

Juniper Junos 18.3 r2-s2 All All

Operating
System

Juniper Junos 18.3 r2-s3 All All

Operating
System

Juniper Junos 18.3 r2-s4 All All

Operating
System

Juniper Junos 18.3 r3 All All

Operating
System

Juniper Junos 18.3 r3-s1 All All

Operating
System

Juniper Junos 18.3 r3-s2 All All

Operating
System

Juniper Junos 18.3 r3-s3 All All

Operating
System

Juniper Junos 18.4 - All All

Operating
System

Juniper Junos 18.4 r1 All All

Operating
System

Juniper Junos 18.4 r1-s1 All All

Operating
System

Juniper Junos 18.4 r1-s2 All All

Operating
System

Juniper Junos 18.4 r1-s5 All All

Operating Juniper Junos 18.4 r1-s6 All All
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Operating
System

Juniper Junos 18.4 r1-s6 All All

Operating
System

Juniper Junos 18.4 r2 All All

Operating
System

Juniper Junos 18.4 r2-s1 All All

Operating
System

Juniper Junos 18.4 r2-s2 All All

Operating
System

Juniper Junos 18.4 r2-s3 All All

Operating
System

Juniper Junos 18.4 r2-s4 All All

Operating
System

Juniper Junos 18.4 r2-s5 All All

Operating
System

Juniper Junos 18.4 r2-s6 All All

Operating
System

Juniper Junos 19.1 - All All

Operating
System

Juniper Junos 19.1 r1 All All

Operating
System

Juniper Junos 19.1 r1-s1 All All

Operating
System

Juniper Junos 19.1 r1-s2 All All

Operating
System

Juniper Junos 19.1 r1-s3 All All

Operating
System

Juniper Junos 19.1 r1-s4 All All

Operating
System

Juniper Junos 19.1 r2 All All

Operating
System

Juniper Junos 19.1 r2-s1 All All

Operating
System

Juniper Junos 19.1 r3 All All

Operating
System

Juniper Junos 19.1 r3-s1 All All

Operating
System

Juniper Junos 19.1 r3-s2 All All

Operating
System

Juniper Junos 19.1 r3-s3 All All

Operating
System

Juniper Junos 19.2 - All All

Operating
System

Juniper Junos 19.2 r1 All All

Operating
System

Juniper Junos 19.2 r1-s1 All All
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Operating
System

Juniper Junos 19.2 r1-s2 All All

Operating
System

Juniper Junos 19.2 r1-s3 All All

Operating
System

Juniper Junos 19.2 r1-s4 All All

Operating
System

Juniper Junos 19.2 r1-s5 All All

Operating
System

Juniper Junos 19.2 r2 All All

Operating
System

Juniper Junos 19.2 r3 All All

Operating
System

Juniper Junos 19.3 - All All

Operating
System

Juniper Junos 19.3 r1 All All

Operating
System

Juniper Junos 19.3 r1-s1 All All

Operating
System

Juniper Junos 19.3 r2 All All

Operating
System

Juniper Junos 19.3 r2-s1 All All

Operating
System

Juniper Junos 19.3 r2-s2 All All

Operating
System

Juniper Junos 19.3 r2-s3 All All

Operating
System

Juniper Junos 19.3 r2-s4 All All

Operating
System

Juniper Junos 19.3 r2-s5 All All

Operating
System

Juniper Junos 19.3 r3 All All

Operating
System

Juniper Junos 19.4 r1 All All

Operating
System

Juniper Junos 19.4 r1-s1 All All

Operating
System

Juniper Junos 19.4 r1-s2 All All

Operating
System

Juniper Junos 19.4 r2 All All

Operating
System

Juniper Junos 19.4 r2-s1 All All

Operating
System

Juniper Junos 19.4 r3 All All

Operating
System

Juniper Junos 20.1 r1 All All
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Operating
System

Juniper Junos 20.1 r1-s1 All All

Operating
System

Juniper Junos 20.1 r1-s2 All All

Operating
System

Juniper Junos 20.1 r1-s3 All All

Operating
System

Juniper Junos 20.2 r1 All All

cpe:2.3:o:juniper:junos:15.1:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:a1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f5-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s12:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r3:*:*:*:*:*:*:
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cpe:2.3:o:juniper:junos:15.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s4:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:17.3:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3:-:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s11:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s8:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:17.4:r2-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s2:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:18.2:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:18.4:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s4:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:19.2:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:a1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f1:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:15.1:f2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f5-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s12:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f6-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:f7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r4-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r5-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:15.1:r6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r6-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:r7-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3:-:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.3:r3-s8:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:17.3:r3-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r1-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s11:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r2-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:17.4:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2-s2:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:18.1:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s7:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s8:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.1:r3-s9:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r2-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.2:r3-s4:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:18.2:r3-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.3:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r1-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s4:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:18.4:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:18.4:r2-s6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.1:r3-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r1-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.2:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:-:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s2:*:*:*:*:*:*:



← Previous ID Next ID→

Discovery Credit

Juniper SIRT would like to acknowledge and thank Hoàng Thạch Nguyễn (d4rkn3ss) of STAR
Labs for responsibly reporting this vulnerability.

Social Mentions

Source Title Posted (UTC)

@RemotelyAlerts
Severity: ??? | A sensitive information disclosure vulne... | CVE-2021-0204 | Link for more:
alerts.remotelyrmm.com/CVE-2021-0204

2022-09-20
18:34:33
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cpe:2.3:o:juniper:junos:19.3:r2-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r2-s5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.3:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r2-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:19.4:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1-s1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1-s2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.1:r1-s3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:20.2:r1:*:*:*:*:*:*:

http://alerts.remotelyrmm.com/CVE-2021-0204
https://cve.report/CVE-2021-0203
https://cve.report/CVE-2021-0205
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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