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CVE CVE-2021-0210
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-15 18:15:00 UTC
Updated 2021-02-05 16:49:00 UTC
Description An Information Exposure vulnerability in J-Web of Juniper Networks Junos OS allows an unauthenticated attacker to elevat

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 12.3 - All All
Operating System Juniper Junos 12.3 r1 All All
Operating System Juniper Junos 12.3 r10 All All
Operating System Juniper Junos 12.3 r10-s1 All All
Operating System Juniper Junos 12.3 r10-s2 All All
Operating System Juniper Junos 12.3 r11 All All
Operating System Juniper Junos 12.3 r12 All All
Operating System Juniper Junos 12.3 r12-s1 All All
Operating System Juniper Junos 12.3 r12-s11 All All
Operating System Juniper Junos 12.3 r12-s12 All All
Operating System Juniper Junos 12.3 r12-s13 All All
Operating System Juniper Junos 12.3 r12-s14 All All
Operating System Juniper Junos 12.3 r12-s15 All All
Operating System Juniper Junos 12.3 r12-s16 All All
Operating System Juniper Junos 12.3 r12-s3 All All
Operating System Juniper Junos 12.3 r12-s4 All All
Operating System Juniper Junos 12.3 r12-s6 All All
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Upeiduiy oysieli gurper gunus 19.0 - A An
Operating System Juniper Junos 19.3 r1 All All
Operating System Juniper Junos 19.3 r1-s1 All All
Operating System Juniper Junos 19.3 r2 All All
Operating System Juniper Junos 19.3 r2-si All All
Operating System Juniper Junos 19.3 r2-s2 All All
Operating System Juniper Junos 19.3 r2-s3 All All
Operating System Juniper Junos 19.4 r1 All All
Operating System Juniper Junos 19.4 r1-s1 All All
Operating System Juniper Junos 19.4 r1-s2 All All
Operating System Juniper Junos 19.4 r2 All All
Operating System Juniper Junos 19.4 r2-si All All
Operating System Juniper Junos 20.1 r1 All All
Operating System Juniper Junos 201 r1-s1 All All
Operating System Juniper Junos 20.1 r1-s2 All All
Operating System Juniper Junos 201 r1-s3 All All
Operating System Juniper Junos 20.2 r1 All All
Reference

2021-01 Security Bulletin: Junos OS: Privilege escalation in J-Web due to arbitrary command and code execution via information disclosure fri
CVE Program record

NVD vulnerability detail

/]

Vendor Comments And Credit

Discovery Credit

LEGACY: Lena David and Geoffrey Bertoli of Synacktiv (https://synacktiv.com)

There are currently no legacy QID mappings associated with this CVE.
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