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CVE-2021-0214 - advisory for JSSA11117

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assamvancLrrnunsuenivay  Gertain versions of Junos from Juniper contain the foIIowing
: vulnerability:

A vulnerability in the distributed or centralized periodic packet
management daemon (PPMD) of Juniper Networks Junos OS may
cause receipt of a malformed packet to crash and restart the PPMD
process, leading to network destabilization, service interruption, and a
Denial of Service (DoS) condition. Continued receipt and processing of
these malformed packets will repeatedly crash the PPMD process and sustain the Denial of
Service (DoS) condition. Due to the nature of the specifically crafted packet, exploitation of
this issue requires direct, adjacent connectivity to the vulnerable component. This issue
affects Juniper Networks Junos OS: 17.3 versions prior to 17.3R3-S11; 17.4 versions prior to
17.4R2-S12, 17.4R3-S4; 18.1 versions prior to 18.1R3-S12; 18.2 versions prior to 18.2R2-S8,
18.2R3-S7; 18.3 versions prior to 18.3R3-5S4; 18.4 versions prior to 18.4R1-S8, 18.4R2-S7,
18.4R3-S6; 19.1 versions prior to 19.1R1-S6, 19.1R2-S2, 19.1R3-S4; 19.2 versions prior to
19.2R1-S5, 19.2R3-S1; 19.3 versions prior to 19.3R2-S5, 19.3R3-S1; 19.4 versions prior to
19.4R2-S2, 19.4R3; 20.1 versions prior to 20.1R2; 20.2 versions prior to 20.2R1-S2, 20.2R2.

CVE-2021-0214 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around

There are no viable workarounds for this issue.

CVSS3 Score: 6.5-MEDIUM

Attack Attack Privileges User

Vector Complexity Required Interaction
Low [ NONE | [H5E]

Scope Confidentiality Integrity Availability

Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2021-0214/mitre
https://cve.report/CVE-2021-0214/nist
https://cve.report/CVE-2021-0214/cve_org
https://cve.report/CVE-2021-214.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php

CVSS2 Score: (335 LOW

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References |

Description Tags Link
2021-04 Security Bulletin: Junos OS: Denial of Service in ppmd upon receipt of malformed MISC
packet (CVE-2021-0214) - Juniper Networks kb.juniper.net/JSA11117

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 17.3 - All All
System

Operating Juniper Junos 17.3 r1 All All
System

Operating Juniper Junos 17.3 r1-s1 All All
System

Operating Juniper Junos 17.3 r1-s4 All All
System

Operating Juniper Junos 17.3 r2 All All
System

Operating Juniper Junos 17.3 r2-si All All
System

Operating Juniper Junos 17.3 r2-s2 All All
System

Operating Juniper Junos 17.3 r2-s3 All All
System

Operating Juniper Junos 17.3 r2-s4 All All
System

Operating Juniper Junos 17.3 r2-s5 All All
System

Operating Juniper Junos 17.3 r3 All All
System
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cpe:2.3:0:juniper:junos:17.3

cpe:2.3:0:juniper:junos:17.3:r

Juniper
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Juniper

Juniper
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a_eR kKKK Lk,

kK kakukuk.

dkkukkukuk.
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dkk Lk kkuk.
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dkak kR kuk.

cpe:2.3:0:juniper:junos:17.3:r2-s1: "

dkak kR kuk.

cpe:2.3:0:juniper:;junos:17.3:r2-s2:*:**:**:*:

LRk kR kuk.

cpe:2.3:0:juniper:junos:17.3:r2-s3: ™

LRk kR kak,

cpe:2.3:0:juniper:junos:17.3:r2-s4 * ***

KKk kR k.

cpe:2.3:0:juniper:;junos:17.3:r3:*:

kKKK Lk,

cpe:2.3:0:juniper:;junos:17.3:r3:- "%

Wk ok ak kR ok,

cpe:2.3:0:juniper:junos:17.3:r3-s1:***:**:*:

Kk kKR ok,

cpe:2.3:0:juniper:junos:17.3:r3-s10: " :*:

dkkakkkak.

cpe:2.3:0:juniper:junos:17.4:r1-s4:*:****:*:

dkkakukukuk.

cpe:2.3:0:juniper:junos:17.4:r1-s5:*:****:*:

dkk Lk kukuk.

coe:2.3:0:iunioer:iunos:17.4:r2-g1 %% ***:



e il bt ey B

KKk kR k.

cpe:2.3:0:juniper:junos:17.4:r2-s11 " ™

LRk kR kuk.

cpe:2.3:0:juniper:;junos:17.4:r2-s2:*:**:**:*:

LRk kR kuk.

cpe:2.3:0:juniper:junos:17.4:r2-s3:*:** " *:*:

LRk kR kak,

cpe:2.3:0:juniper:junos:17.4:r2-s4* **:* *:*:

Lkak kR Lk uk,

cpe:2.3:0:juniper:junos:17.4:r2-s6:**:*:* *:*:

Lkak kR ok ak,

cpe:2.3:0:juniper:junos:17.4:r2-s7:*:**:**:*:

Lk Kk Lk ukak,

cpe:2.3:0:juniper:junos:17.4:r2-s8:***:* *:*:

Lk ok ak ok akak,

cpe:2.3:0:juniper:junos:17.4:r2-s9:* **:* *:*:

cpe:2.3:0:juniper:junos:18.1:-* " ™

cpe:2.3:0:juniper:junos:18.1:r1 "

cpe:2.3:0:juniper:junos:18.1:r2:*:***:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s1:*:* """

cpe:2.3:0:juniper:junos:18.1:r2-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4: " " *:*:

cpe:2.3:0:juniper:junos:18.1:r3: "

cpe:2.3:0:juniper:junos:18.1:r3-s1: 7 :*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s10: """

cpe:2.3:0:juniper:junos:18.1:r3-s11: "

cpe:2.3:0:juniper:junos:18.1:r3-s2::*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s5:™ " *::



dkak kR kak.

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:*:*:*:

LRk Lk kkuk.

cpe:2.3:0:juniper:junos:18.1:r3-s8:*:*:*:**:*:

LRk kR akuk.

cpe:2.3:0:juniper:junos:18.1:r3-s9:**:*:**:*:

ek koK ok Lk,

cpe:2.3:0:juniper:;junos:18.2:-* "

KKk kR k.

cpe:2.3:0:juniper:;junos:18.2:r1:*

ek kKK ok,

cpe:2.3:0:juniper:;junos:18.2:r1 - "%

LRk kR Rk,

cpe:2.3:0:juniper:junos:18.2:r1-s2:**:*:**:*:

kR kR ok ak,

cpe:2.3:0:juniper:junos:18.2:r1-s3:**:*:**:*:

Lk Kk kR k.

cpe:2.3:0:juniper:junos:18.2:r1-s4:***:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.2:r1-s5: " *:*:

dkkakk k.

cpe:2.3:0:juniper:junos:18.2:r3-s3:*:* """

dkkakk k.

cpe:2.3:0:juniper:junos:18.2:r3-s4:*:*:**:*:*:

dkkakk k.

cpe:2.3:0:juniper:junos:18.2:r3-s5:*:****:*:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:18.2:r3-s6:*:*:*:*:*:*:

a_eR kKK kLK,

cpe:2.3:0:juniper:junos:18.3:-*

KRk okukuk.

cpe:2.3:0:juniper:junos:18.3:r1 %

ROV, N2 YRR S SR AN £ T TP IR I



Cpe.£.0.0.JUniperJurios. 16.o:.r1-s. . . . ...

dkakukkkuk.

cpe:2.3:0:juniper:junos:18.3:r1-s2:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:0:juniper:junos:18.3:r1-s4:***:**:*:

LRk kR Rk,

cpe:2.3:0:juniper:junos:18.3:r1-s5:*****:*:

Lkak ok ak ok uk,

cpe:2.3:0:juniper:junos:18.3:r2-s2:**:*:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.3:r2-s3:**:*:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.3:r2-s4 " *:*:* *:*:

Kk kKR k.

cpe:2.3:0:juniper:junos:18.3:r3:*:* " " *:

dkkakkkak.

cpe:2.3:0:juniper:junos:18.4:r1-s7:*:*:**:*:*:

akakkakakk.

cpe:2.3:0:juniper:junos:18.4:r2:*:*: " :*:

dkk Lk k k.

cpe:2.3:0:juniper:junos:18.4:r2-s1:*:*:**:*:*:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:18.4:r2-s2:*:*:**:*:*:

dkkakkukak.

cpe:2.3:0:juniper:junos:18.4:r2-s4 ™ "



Lkak kR kuk.

cpe:2.3:0:juniper:junos:18.4:r2-s6:*:*:*:*:*:*:

KRk akakk.

cpe:2.3:0:juniper:;junos:18.4:r3:*:*:**:*:*:

LRk kR akuk.

cpe:2.3:0:juniper:junos:18.4:r3-s1:*:**:**:*:

LRk kR akak,

cpe:2.3:0:juniper:junos:18.4:r3-s2:**:***:*:

ek kKKK Lk,

cpe:2.3:0:juniper:;junos:19.1:-* 1

cpe:2.3:0:juniper;junos:19.1:r1

cpe:2.3:0:juniper:junos:19.1:r1-s1: "%

cpe:2.3:0:juniper:junos:19.1:r1-s2:**: " *:*:

cpe:2.3:0:juniper:junos:19.1:r1-s3:** " *:*:

cpe:2.3:0:juniper:junos:19.1:r1-s4:** "

cpe:2.3:0:juniper:junos:19.1:r1-s5:" " "

cpe:2.3:0:juniper:junos:19.1:r2: "

cpe:2.3:0:juniper:junos:19.1:r2-s1:* "

cpe:2.3:0:juniper:junos:19.1:r3: "

cpe:2.3:0:juniper:junos:19.1:r3-s1:" "

cpe:2.3:0:juniper:junos:19.1:r3-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s3:":*: """

a_eR kKK LKLk,

cpe:2.3:0:juniper:junos:19.2:-* "

dkkakkkak.

cpe:2.3:0:juniper:junos:19.2:r1-s1:*:* 7 *:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:19.2:r1-s2:*:*: ™ *:*:

dkkkk k.

cpe:2.3:0:juniper:junos:19.2:r1-s3:*:*:**:*:*:

dkkkkukuk.

cpe:2.3:0:juniper:junos:19.2:r1-s4:*:*:**:*:*:



e ek kKoK koK,

cpe:2.3:0:juniper:junos:19.3:-*

dkak kR kuk.

cpe:2.3:0:juniper:junos:19.3:r1-s1: "

Kk kKRR,

cpe:2.3:0:juniper:junos:19.3:r2: "

LRk kR akuk.

cpe:2.3:0:juniper:junos:19.3:r2-s1:*****:*:

LRk kR kuk,

cpe:2.3:0:juniper:;junos:19.3:r2-s2:*:**:**:*:

Lk kR kR k.

cpe:2.3:0:juniper:junos:19.3:r2-s4:**:** *:*:

Kk uk kR k.

cpe:2.3:0:juniper:junos:19.3:r3:*:***:*:*:

Kk kKR k.

cpe:2.3:0:juniper:junos:19.4:r1

dkak kR akak,

cpe:2.3:0:juniper:junos:19.4:r1-s1:***:*

No vendor comments have been submitted for this CVE
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