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CVE CVE-2021-0219
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-15 18:15:00 UTC

Updated 2021-02-05 16:49:00 UTC

Description A command injection vulnerability in install package validation subsystem of Juniper Networks Junos OS that may allow a I
) I i

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 17.3 - All All
Operating System Juniper Junos 17.3 r1-s1 All All
Operating System Juniper Junos 17.3 r2 All All
Operating System Juniper Junos 17.3 r2-s1 All All
Operating System Juniper Junos 17.3 r2-s2 All All
Operating System Juniper Junos 17.3 r2-s3 All All
Operating System Juniper Junos 17.3 r2-s4 All All
Operating System Juniper Junos 17.3 r2-s5 All All
Operating System Juniper Junos 17.3 r3 - All
Operating System Juniper Junos 17.3 r3-s1 All All
Operating System Juniper Junos 17.3 r3-s2 All All
Operating System Juniper Junos 17.3 r3-s3 All All
Operating System Juniper Junos 17.3 r3-s4 All All
Operating System Juniper Junos 17.3 r3-s5 All All
Operating System Juniper Junos 17.3 r3-s6 All All
Operating System Juniper Junos 17.3 r3-s7 All All
Operating System Juniper Junos 17.3 r3-s8 All All
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Operating System Juniper Junos 19.3 r3 All All
Operating System Juniper Junos 19.4 r1 All All
Operating System Juniper Junos 19.4 r1-s1 All All
Operating System Juniper Junos 19.4 r1-s2 All All
Operating System Juniper Junos 19.4 r2 All All
Operating System Juniper Junos 19.4 r2-s1 All All
Operating System Juniper Junos 19.4 r3 All All
Operating System Juniper Junos 20.1 r1 All All
Operating System Juniper Junos 20.1 r1-s1 All All
Operating System Juniper Junos 20.1 r1-s2 All All
Operating System Juniper Junos 20.1 r1-s3 All All
Operating System Juniper Junos 20.2 r1 All All
Operating System Juniper Junos 20.2 r1-s1 All All
Operating System Juniper Junos 20.3 r1 All All
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2021-01 Security Bulletin: Junos OS: Command injection vulnerability in 'request system software' CLI command (CVE-2021-0219) - Juniper |
CVE Program record

NVD vulnerability detail
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| Vendor Comments And Credit

Discovery Credit

LEGACY: Juniper SIRT would like to acknowledge and thank Hoang Thach Nguyén
(d4rkn3ss) of STAR Labs for responsibly reporting this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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