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Summary

CVE CVE-2021-0222

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-15 18:15:00 UTC

Updated 2021-02-05 16:49:00 UTC

Description A vulnerability in Juniper Networks Junos OS allows an attacker to cause a Denial of Service (DoS) to the device by sending certain crafted protocol packets from an adjacent device with invalid payloads to the device. These crafted packets, which should be discarded, are instead replicated and sent to the RE. Over time, a Denial of Service (DoS) occurs. Continued receipt of these crafted protocol packets will cause an extended Denial of Service (DoS) condition, which may cause wider traffic impact due to protocol flapping. An indication of compromise is to check "monitor interface traffic" on the ingress and egress port packet counts. For each ingress packet, two duplicate packets are seen on egress. This issue can be triggered by IPv4 and IPv6 packets. This issue affects all traffic through the device. This issue affects: Juniper Networks Junos OS: 14.1X53 versions prior to 14.1X53-D53 on EX4300, QFX3500, QFX5100, EX4600; 15.1 versions prior to 15.1R7-S6 on EX4300, QFX3500, QFX5100, EX4600; 16.1 versions prior to 16.1R7-S7 on EX4300, QFX5100, EX4600; 17.1 versions prior to 17.1R2-S11 on EX4300, QFX5100, EX4600; 17.1 versions prior to 117.1R3-S2 on EX4300; 17.2 versions prior to 17.2R1-S9 on EX4300; 17.2 versions prior to 17.2R3-S3 on EX4300, QFX5100, EX4600, QFX5110, QFX5200; 17.3 versions prior to 17.3R2-S5, 17.3R3-S7 on EX4300, QFX5100, EX4600, QFX5110, QFX5200; 17.4 versions prior to 17.4R2-S9, 17.4R3 on EX4300, QFX5100, EX4600, QFX5110, QFX5200; 18.1 versions prior to 18.1R3-S9 on EX4300, QFX5100, EX4600, QFX5110, QFX5200, QFX5210, EX2300, EX3400; 18.2 versions prior to 18.2R2-S7 on EX4300; 18.2 versions prior to 18.2R3-S3 on EX4300, QFX5100, EX4600, QFX5110, QFX5200, QFX5210, EX2300, EX3400; 18.3 versions prior to 18.3R2-S3, on EX4300; 18.3 versions prior to 18.3R1-S7, 18.3R3-S1 on EX4300, QFX5100, EX4600, QFX5110, QFX5200, QFX5210, QFX5120, EX4650, EX2300, EX3400; 18.4 versions prior to 18.4R1-S5, 18.4R2-S3, 18.4R3 on EX4300, QFX5100, EX4600, QFX5110, QFX5200, QFX5210, QFX5120, EX4650, EX2300, EX3400; 19.1 versions prior to 19.1R1-S4, 19.1R2-S1, 19.1R3 on EX4300, QFX5100, EX4600, QFX5110, QFX5200, QFX5210, QFX5120, EX4650, EX2300, EX3400; 19.2 versions prior to 19.2R1-S4, 19.2R2 on EX4300; 19.2 versions prior to 19.2R1-S3, 19.2R2 on QFX5100, EX4600, QFX5110, QFX5200, QFX5210, QFX5120, EX4650, EX2300, EX3400; 19.3 versions prior to 19.3R2-S1, 19.3R3 on EX4300; 19.3 versions prior to 19.3R1-S1, 19.3R2, 19.3R3 on QFX5100, EX4600, QFX5110, QFX5200, QFX5210, QFX5120, EX4650, EX2300, EX3400;

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Juniper Ex2300 - All All All

Hardware Juniper Ex2300 - All All All

Hardware Juniper Ex2300 - All All All

Hardware Juniper Ex3400 - All All All

Hardware Juniper Ex3400 - All All All

Hardware Juniper Ex3400 - All All All

Hardware Juniper Ex4300 - All All All

Hardware Juniper Ex4300 - All All All

Hardware Juniper Ex4300 - All All All

Hardware Juniper Ex4600 - All All All

Hardware Juniper Ex4600 - All All All

Hardware Juniper Ex4600 - All All All

Hardware Juniper Ex4650 - All All All

Hardware Juniper Ex4650 - All All All

Hardware Juniper Ex4650 - All All All

Operating System Juniper Junos 14.1x53 - All All

Operating System Juniper Junos 14.1x53 d10 All All
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Operating System Juniper Junos 14.1x53 d10 All All

Operating System Juniper Junos 14.1x53 d15 All All

Operating System Juniper Junos 14.1x53 d16 All All

Operating System Juniper Junos 14.1x53 d25 All All

Operating System Juniper Junos 14.1x53 d26 All All

Operating System Juniper Junos 14.1x53 d27 All All

Operating System Juniper Junos 14.1x53 d30 All All

Operating System Juniper Junos 14.1x53 d34 All All

Operating System Juniper Junos 14.1x53 d35 All All

Operating System Juniper Junos 14.1x53 d40 All All

Operating System Juniper Junos 14.1x53 d42 All All

Operating System Juniper Junos 14.1x53 d43 All All

Operating System Juniper Junos 14.1x53 d44 All All

Operating System Juniper Junos 14.1x53 d45 All All

Operating System Juniper Junos 14.1x53 d48 All All

Operating System Juniper Junos 14.1x53 d50 All All

Operating System Juniper Junos 14.1x53 d51 All All

Operating System Juniper Junos 14.1x53 d52 All All

Operating System Juniper Junos 15.1 - All All

Operating System Juniper Junos 15.1 a1 All All

Operating System Juniper Junos 15.1 f All All

Operating System Juniper Junos 15.1 f1 All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f2-s1 All All

Operating System Juniper Junos 15.1 f2-s2 All All

Operating System Juniper Junos 15.1 f2-s3 All All

Operating System Juniper Junos 15.1 f2-s4 All All

Operating System Juniper Junos 15.1 f3 All All

Operating System Juniper Junos 15.1 f4 All All

Operating System Juniper Junos 15.1 f5 All All

Operating System Juniper Junos 15.1 f5-s7 All All

Operating System Juniper Junos 15.1 f6 All All

Operating System Juniper Junos 15.1 f6-s1 All All

Operating System Juniper Junos 15.1 f6-s12 All All

Operating System Juniper Junos 15.1 f6-s2 All All

Operating System Juniper Junos 15.1 f6-s3 All All
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Operating System Juniper Junos 15.1 f6-s4 All All

Operating System Juniper Junos 15.1 f6-s7 All All

Operating System Juniper Junos 15.1 f7 All All

Operating System Juniper Junos 15.1 r1 All All

Operating System Juniper Junos 15.1 r2 All All

Operating System Juniper Junos 15.1 r3 All All

Operating System Juniper Junos 15.1 r4 All All

Operating System Juniper Junos 15.1 r4-s7 All All

Operating System Juniper Junos 15.1 r4-s8 All All

Operating System Juniper Junos 15.1 r4-s9 All All

Operating System Juniper Junos 15.1 r5 All All

Operating System Juniper Junos 15.1 r5-s1 All All

Operating System Juniper Junos 15.1 r5-s5 All All

Operating System Juniper Junos 15.1 r5-s6 All All

Operating System Juniper Junos 15.1 r6 All All

Operating System Juniper Junos 15.1 r6-s1 All All

Operating System Juniper Junos 15.1 r6-s2 All All

Operating System Juniper Junos 15.1 r6-s6 All All

Operating System Juniper Junos 15.1 r7 All All

Operating System Juniper Junos 15.1 r7-s1 All All

Operating System Juniper Junos 15.1 r7-s2 All All

Operating System Juniper Junos 15.1 r7-s3 All All

Operating System Juniper Junos 15.1 r7-s4 All All

Operating System Juniper Junos 15.1 r7-s5 All All

Operating System Juniper Junos 16.1 - All All

Operating System Juniper Junos 16.1 r1 All All

Operating System Juniper Junos 16.1 r2 All All

Operating System Juniper Junos 16.1 r3 All All

Operating System Juniper Junos 16.1 r3-s10 All All

Operating System Juniper Junos 16.1 r3-s11 All All

Operating System Juniper Junos 16.1 r4 All All

Operating System Juniper Junos 16.1 r4-s12 All All

Operating System Juniper Junos 16.1 r4-s2 All All

Operating System Juniper Junos 16.1 r4-s3 All All

Operating System Juniper Junos 16.1 r4-s4 All All

Operating System Juniper Junos 16.1 r4-s6 All All
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Operating System Juniper Junos 16.1 r4-s6 All All

Operating System Juniper Junos 16.1 r5 All All

Operating System Juniper Junos 16.1 r5-s4 All All

Operating System Juniper Junos 16.1 r6-s1 All All

Operating System Juniper Junos 16.1 r6-s6 All All

Operating System Juniper Junos 16.1 r7 All All

Operating System Juniper Junos 16.1 r7-s2 All All

Operating System Juniper Junos 16.1 r7-s3 All All

Operating System Juniper Junos 16.1 r7-s4 All All

Operating System Juniper Junos 16.1 r7-s5 All All

Operating System Juniper Junos 16.1 r7-s6 All All

Operating System Juniper Junos 17.1 - All All

Operating System Juniper Junos 17.1 r1 All All

Operating System Juniper Junos 17.1 r2 All All

Operating System Juniper Junos 17.1 r2-s1 All All

Operating System Juniper Junos 17.1 r2-s10 All All

Operating System Juniper Junos 17.1 r2-s2 All All

Operating System Juniper Junos 17.1 r2-s3 All All

Operating System Juniper Junos 17.1 r2-s4 All All

Operating System Juniper Junos 17.1 r2-s5 All All

Operating System Juniper Junos 17.1 r2-s6 All All

Operating System Juniper Junos 17.1 r2-s7 All All

Operating System Juniper Junos 17.1 r2-s8 All All

Operating System Juniper Junos 17.1 r2-s9 All All

Operating System Juniper Junos 17.1 r3 All All

Operating System Juniper Junos 17.1 r3-s1 All All

Operating System Juniper Junos 17.2 - All All

Operating System Juniper Junos 17.2 r1 All All

Operating System Juniper Junos 17.2 r1-s1 All All

Operating System Juniper Junos 17.2 r1-s2 All All

Operating System Juniper Junos 17.2 r1-s3 All All

Operating System Juniper Junos 17.2 r1-s4 All All

Operating System Juniper Junos 17.2 r1-s5 All All

Operating System Juniper Junos 17.2 r1-s7 All All

Operating System Juniper Junos 17.2 r1-s8 All All

Operating System Juniper Junos 17.2 r2 All All
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Operating System Juniper Junos 17.2 r2-s11 All All

Operating System Juniper Junos 17.2 r2-s6 All All

Operating System Juniper Junos 17.2 r2-s7 All All

Operating System Juniper Junos 17.2 r3-s1 All All

Operating System Juniper Junos 17.2 r3-s2 All All

Operating System Juniper Junos 17.3 - All All

Operating System Juniper Junos 17.3 r1-s1 All All

Operating System Juniper Junos 17.3 r2 All All

Operating System Juniper Junos 17.3 r2-s1 All All

Operating System Juniper Junos 17.3 r2-s2 All All

Operating System Juniper Junos 17.3 r2-s3 All All

Operating System Juniper Junos 17.3 r2-s4 All All

Operating System Juniper Junos 17.3 r3 - All

Operating System Juniper Junos 17.3 r3-s1 All All

Operating System Juniper Junos 17.3 r3-s2 All All

Operating System Juniper Junos 17.3 r3-s3 All All

Operating System Juniper Junos 17.3 r3-s4 All All

Operating System Juniper Junos 17.3 r3-s5 All All

Operating System Juniper Junos 17.3 r3-s6 All All

Operating System Juniper Junos 17.4 - All All

Operating System Juniper Junos 17.4 r1 All All

Operating System Juniper Junos 17.4 r1-s1 All All

Operating System Juniper Junos 17.4 r1-s2 All All

Operating System Juniper Junos 17.4 r1-s4 All All

Operating System Juniper Junos 17.4 r1-s5 All All

Operating System Juniper Junos 17.4 r1-s6 All All

Operating System Juniper Junos 17.4 r1-s7 All All

Operating System Juniper Junos 17.4 r2 All All

Operating System Juniper Junos 17.4 r2-s1 All All

Operating System Juniper Junos 17.4 r2-s2 All All

Operating System Juniper Junos 17.4 r2-s3 All All

Operating System Juniper Junos 17.4 r2-s4 All All

Operating System Juniper Junos 17.4 r2-s5 All All

Operating System Juniper Junos 17.4 r2-s6 All All

Operating System Juniper Junos 17.4 r2-s7 All All
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2021-01 Security Bulletin: Junos OS: Upon receipt of certain protocol packets with invalid payloads a self-propagating Denial of Service may occur. (CVE-2021-0222) - Juniper Networks

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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