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CVE CVE-2021-0249
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-22 20:15:00 UTC
Updated 2021-04-27 14:39:00 UTC
Description On SRX Series devices configured with UTM services a buffer overflow vulnerability in the Packet Forwarding Engine (PFE

/ ]

1|

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 15.1x49 - All All
Operating System Juniper Junos 15.1x49 d10 All All
Operating System Juniper Junos 15.1x49 d100 All All
Operating System Juniper Junos 15.1x49 d110 All All
Operating System Juniper Junos 15.1x49 d120 All All
Operating System Juniper Junos 15.1x49 d130 All All
Operating System Juniper Junos 15.1x49 d131 All All
Operating System Juniper Junos 15.1x49 d140 All All
Operating System Juniper Junos 15.1x49 di5 All All
Operating System Juniper Junos 15.1x49 d150 All All
Operating System Juniper Junos 15.1x49 d160 All All
Operating System Juniper Junos 15.1x49 d170 All All
Operating System Juniper Junos 15.1x49 d180 All All
Operating System Juniper Junos 15.1x49 d190 All All
Operating System Juniper Junos 15.1x49 d20 All All
Operating System Juniper Junos 15.1x49 d25 All All
Operating System Juniper Junos 15.1x49 d30 All All
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Reference

2021-04 Security Bulletin: Junos OS: SRX Series: A remote attacker may be able to cause a PFE buffer overflow to arbitrarily remotely execut
CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43832 Juniper Junos UTM Vulnerability (JSA11142)
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