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VE-2021-0251

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2021-0251

PUBLIC

sirt@juniper.net

CVE Program / NVD first with legacy fallback
2021-04-22 20:15:00 UTC

2021-04-27 17:40:00 UTC

A NULL Pointer Dereference vulnerability in the Captive Portal Content Delivery (CPCD) services daemon (cpcd) of Junipel

1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Juniper Junos 17.3 r1 All All
Juniper Junos 17.3 r1-s1 All All
Juniper Junos 17.3 r1-s4 All All
Juniper Junos 17.3 r2 All All
Juniper Junos 17.3 r2-s1 All All
Juniper Junos 17.3 r2-s2 All All
Juniper Junos 17.3 r2-s3 All All
Juniper Junos 17.3 r2-s4 All All
Juniper Junos 17.3 r2-s5 All All
Juniper Junos 17.3 r3 All All
Juniper Junos 17.3 r3 - All
Juniper Junos 17.3 r3-s1 All All
Juniper Junos 17.3 r3-s10 All All
Juniper Junos 17.3 r3-s2 All All
Juniper Junos 17.3 r3-s3 All All
Juniper Junos 17.3 r3-s4 All All
Juniper Junos 17.3 r3-s5 All All
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Operating System Juniper Junos 19.3 r2 All All
Operating System Juniper Junos 19.3 r2-si All All
Operating System Juniper Junos 19.3 r2-s2 All All
Operating System Juniper Junos 19.3 r2-s3 All All
Operating System Juniper Junos 19.3 r2-s4 All All
Operating System Juniper Junos 19.3 r2-s5 All All
Hardware Juniper Mx10 - All All All
Hardware Juniper Mx10003 - All All All
Hardware Juniper Mx10008 - All All All
Hardware Juniper Mx10016 - All All All
Hardware Juniper Mx104 - All All All
Hardware Juniper Mx150 - All All All
Hardware Juniper Mx2008 - All All All
Hardware Juniper Mx2010 - All All All
Hardware Juniper Mx2020 - All All All
Hardware Juniper Mx204 - All All All
Hardware Juniper Mx240 - All All All
Hardware Juniper Mx40 - All All All
Hardware Juniper Mx480 - All All All
Hardware Juniper Mx5 - All All All
Hardware Juniper Mx80 - All All All
Hardware Juniper Mx960 - All All All
Reference

2021-04 Security Bulletin: Junos OS: MX Series with MS-PIC, MS-SPC3, MS-MIC or MS-MPC: The BRAS Subscriber Services service activa
CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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