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A vulnerability in the processing of traffic matching a firewall filter containing a syslog action in Juniper Networks Junos OS
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Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Juniper Junos 19.3 - All All
Juniper Junos 19.3 r1 All All
Juniper Junos 19.3 ri-s1 All All
Juniper Junos 19.3 r2 All All
Juniper Junos 19.3 r2-si All All
Juniper Junos 19.3 r2-s2 All All
Juniper Junos 19.3 r2-s3 All All
Juniper Junos 19.3 r2-s4 All All
Juniper Junos 19.3 r2-sb All All
Juniper Junos 19.3 r3 All All
Juniper Junos 19.4 r1 All All
Juniper Junos 19.4 ri-s1 All All
Juniper Junos 19.4 r1-s2 All All
Juniper Junos 19.4 r2 All All
Juniper Junos 19.4 r2-si All All
Juniper Junos 19.4 r2-s2 All All
Juniper Junos 19.4 r3 All All
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Hardware Juniper Mx10016 - All All All
Hardware Juniper Mx104 - All All All
Hardware Juniper Mx150 - All All All
Hardware Juniper Mx2008 - All All All
Hardware Juniper Mx2010 - All All All
Hardware Juniper Mx2020 - All All All
Hardware Juniper Mx204 - All All All
Hardware Juniper Mx240 - All All All
Hardware Juniper Mx40 - All All All
Hardware Juniper Mx480 - All All All
Hardware Juniper Mx5 - All All All
Hardware Juniper Mx80 - All All All
Hardware Juniper Mx960 - All All All
Hardware Juniper Ptx10003 - All All All
Hardware Juniper Ptx10008 - All All All
Reference

MPC10/MPC11 can crash and restart when traffic hits a firewall filter having a term with syslog action - Juniper Networks
2021-04 Security Bulletin: Junos OS and Junos OS Evolved: MX Series with MPC10/MPC11, PTX10003, PTX10008: Line card may crash an«
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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