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A Double Free vulnerability in the software forwarding interface daemon (sfid) process of Juniper Networks Junos OS allow
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Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Juniper Ex2200-c - All All All
Juniper Ex3200 - All All All
Juniper Ex3300 - All All All
Juniper Ex4200 - All All All
Juniper Ex4500 - All All All
Juniper Ex4550 - All All All
Juniper Ex6210 - All All All
Juniper Ex8208 - All All All
Juniper Ex8216 - All All All
Juniper Junos 12.3 - All All
Juniper Junos 12.3 r1 All All
Juniper Junos 12.3 r10 All All
Juniper Junos 12.3 r10-s1 All All
Juniper Junos 12.3 r10-s2 All All
Juniper Junos 12.3 ri1 All All
Juniper Junos 12.3 ri2 All All
Juniper Junos 12.3 r12-s1 All All
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Operating System Juniper Junos 15.1 f6-s9 All All
Operating System Juniper Junos 15.1 7 All All
Operating System Juniper Junos 15.1 r All All
Operating System Juniper Junos 15.1 r1 All All
Operating System Juniper Junos 15.1 r2 All All
Operating System Juniper Junos 15.1 r3 All All
Operating System Juniper Junos 15.1 r4 All All
Operating System Juniper Junos 15.1 r4-s7 All All
Operating System Juniper Junos 15.1 r4-s8 All All
Operating System Juniper Junos 15.1 r4-s9 All All
Operating System Juniper Junos 15.1 r5 All All
Operating System Juniper Junos 15.1 r5-s1 All All
Operating System Juniper Junos 15.1 r5-s3 All All
Operating System Juniper Junos 15.1 r5-s5 All All
Operating System Juniper Junos 15.1 r5-s6 All All
Operating System Juniper Junos 15.1 ré All All
Operating System Juniper Junos 15.1 r6-s1 All All
Operating System Juniper Junos 15.1 ré-s2 All All
Operating System Juniper Junos 15.1 r6-s3 All All
Operating System Juniper Junos 15.1 ré-s4 All All
Operating System Juniper Junos 15.1 r6-s6 All All
Operating System Juniper Junos 15.1 r7 All All
Operating System Juniper Junos 15.1 r7-s1 All All
Operating System Juniper Junos 15.1 r7-s2 All All
Operating System Juniper Junos 15.1 r7-s3 All All
Operating System Juniper Junos 15.1 r7-s4 All All
Operating System Juniper Junos 15.1 r7-s5 All All
Operating System Juniper Junos 15.1 r7-s6 All All
Operating System Juniper Junos 15.1 r7-s7 All All
Reference

2021-04 Security Bulletin: Junos OS: EX2200-C Series, EX3200 Series, EX3300 Series, EX4200 Series, EX4500 Series, EX4550 Series, EX¢t
CVE Program record

NVD vulnerability detail

/| |



http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
https://kb.juniper.net/JSA11162
https://www.cve.org/CVERecord?id=CVE-2021-0271
https://nvd.nist.gov/vuln/detail/CVE-2021-0271

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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