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CVE CVE-2021-0277
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-15 20:15:00 UTC

Updated 2021-07-28 14:20:00 UTC

Description An Out-of-bounds Read vulnerability in the processing of specially crafted LLDP frames by the Layer 2 Control Protocol Da:
| i

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 12.3 - All All
Operating System Juniper Junos 12.3 r1 All All
Operating System Juniper Junos 12.3 r10 All All
Operating System Juniper Junos 12.3 r10-s1 All All
Operating System Juniper Junos 12.3 r10-s2 All All
Operating System Juniper Junos 12.3 r11 All All
Operating System Juniper Junos 12.3 r12 All All
Operating System Juniper Junos 12.3 r12-s1 All All
Operating System Juniper Junos 12.3 r12-s10 All All
Operating System Juniper Junos 12.3 r12-s11 All All
Operating System Juniper Junos 12.3 r12-s12 All All
Operating System Juniper Junos 12.3 r12-s13 All All
Operating System Juniper Junos 12.3 r12-s14 All All
Operating System Juniper Junos 12.3 r12-s15 All All
Operating System Juniper Junos 12.3 r12-s16 All All
Operating System Juniper Junos 12.3 r12-s17 All All
Operating System Juniper Junos 12.3 r12-s3 All All
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Reference
2021-07 Security Bulletin: Junos OS and Junos OS Evolved: LLDP Out-of-Bounds Read vulnerability in 12cpd (CVE-2021-0277) - Juniper Net

CVE Program record

NVD vulnerability detail

/]

R e A
R R e

Vendor Comments And Credit

Discovery Credit

LEGACY: The Juniper SIRT would like to acknowledge and thank Qian Chen from the
Codesafe Team of Legendsec at the Qi'anxin Group.

Legacy QID Mappings

43839 Juniper Network Operating System (Junos OS) Link Layer Discovery Protocol (LLDP) Out-of-Bounds Read vulnerability
(JSA11181)
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