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CVE CVE-2021-0283
State PUBLIC
Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-15 20:15:00 UTC

Updated 2022-09-038 03:57:00 UTC

Description A buffer overflow vulnerability in the TCP/IP stack of Juniper Networks Junos OS allows an attacker to send specific sequet
K1 I i

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Juniper Junos 12.3 - All All
Operating System Juniper Junos 12.3 r1 All All
Operating System Juniper Junos 12.3 r10 All All
Operating System Juniper Junos 12.3 r10-s1 All All
Operating System Juniper Junos 12.3 r10-s2 All All
Operating System Juniper Junos 12.3 r11 All All
Operating System Juniper Junos 12.3 r12 All All
Operating System Juniper Junos 12.3 r12-s1 All All
Operating System Juniper Junos 12.3 r12-s10 All All
Operating System Juniper Junos 12.3 r12-s11 All All
Operating System Juniper Junos 12.3 r12-s12 All All
Operating System Juniper Junos 12.3 r12-s13 All All
Operating System Juniper Junos 12.3 r12-s14 All All
Operating System Juniper Junos 12.3 r12-s15 All All
Operating System Juniper Junos 12.3 r12-s16 All All
Operating System Juniper Junos 12.3 r12-s17 All All
Operating System Juniper Junos 12.3 r12-s18 All All
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2021-07 Security Bulletin: Junos OS: Upon receipt of specific sequences of genuine packets destined to the device the kernel will crash and re
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