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Summary

CVE CVE-2021-0296

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-19 19:15:00 UTC

Updated 2021-10-25 12:29:00 UTC

Description The Juniper Networks CTPView server is not enforcing HTTP Strict Transport Security (HSTS). HSTS is an optional response header which allows servers to indicate that content from the requested domain will only be served over HTTPS. The lack of HSTS may leave the system vulnerable to downgrade attacks, SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections. This issue affects Juniper Networks CTPView: 7.3 versions prior to 7.3R7; 9.1 versions prior to 9.1R3.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Juniper Ctpview 7.3 r1 All All

Application Juniper Ctpview 7.3 r2 All All

Application Juniper Ctpview 7.3 r3 All All

Application Juniper Ctpview 7.3 r4 All All

Application Juniper Ctpview 7.3 r5 All All

Application Juniper Ctpview 7.3 r6 All All

Application Juniper Ctpview 9.1 r1 All All

Application Juniper Ctpview 9.1 r2 All All

References

Reference Source Link

2021-10 Security Bulletin: CTPView: HSTS not being enforced on CTPView server. (CVE-2021-0296) - Juniper Networks CONFIRM kb.juniper.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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