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CVE CVE-2021-0605
State PUBLIC
Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-22 12:15:00 UTC
Updated 2021-06-25 16:28:00 UTC
Description In pfkey_dump of af_key.c, there is a possible out-of-bounds read due to a missing bounds check. This could lead to local i
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 11.0 All All All

Reference Source Link Tags

Pixel Update Bulletin—June 2021 | Android Open Source Project MISC source.android.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180389 Debian Security Update for linux (CVE-2021-0605)

390248 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2021-0035)
610343 Google Pixel Android June 2021 Security Patch Missing

610358 Google Android July 2021 Security Patch Missing for Huawei EMUI

670707 EulerOS Security Update for kernel (EulerOS-SA-2021-2465)



https://cve.report/
https://cve.report/CVE-2021-0605/mitre
https://cve.report/CVE-2021-0605/nist
https://cve.report/CVE-2021-0605/cve_org
https://cve.report/CVE-2021-0605.pdf
http://cve.report/vendor/google
http://cve.report/software/google/android
https://source.android.com/security/bulletin/pixel/2021-06-01
https://www.cve.org/CVERecord?id=CVE-2021-0605
https://nvd.nist.gov/vuln/detail/CVE-2021-0605
http://cve.report/qid/180389
http://cve.report/qid/390248
http://cve.report/qid/610343
http://cve.report/qid/610358
http://cve.report/qid/670707

670772 EulerOS Security Update for kernel (EulerOS-SA-2021-2530)

670796 EulerOS Security Update for kernel (EulerOS-SA-2021-2554)

750828 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:2305-1)

750830 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:2321-1)

750832 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:2324-1)

750842 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:2352-1)

750864 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:2421-1)

750867 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 35 for SLE 12 SP3) (SUSE-SU-2021:2433-1)

750868 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:2427-1)

750869 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:2422-1)

750877 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:2427-1)

750880 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:2451-1)

960036 Rocky Linux Security Update for kernel (RLSA-2021:1578)
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