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CVE CVE-2021-1129
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-20 20:15:00 UTC
Updated 2023-11-07 03:27:00 UTC
Description A vulnerability in the authentication for the general purpose APIs implementation of Cisco Email Security Appliance (ESA), |

/ ]
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Risk And Classification

Problem Types: CWE-201

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Content Security Management Appliance 12.5.0 All All All

Application Cisco Content Security Management Appliance 12.5.0 All All All

Application Cisco Email Security Appliance 13.0.0 All All All

Application Cisco Email Security Appliance 13.0.0 All All All

Application Cisco Web Security Appliance 11.8.0 All All All

Application Cisco Web Security Appliance 11.8.0 All All All

References |

Reference

Cisco Email Security Appliance, Cisco Content Security Management Appliance, and Cisco Web Security Appliance Information Disclosure Vi
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

316949 Cisco Email Security Appliance, Cisco Content Security Management Appliance, and Cisco Web Security Appliance Information
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Disclosure Vulnerability(cisco-sa-esa-wsa-sma-info-RHp44vAC)

316974 Cisco Email Security Appliance, Cisco Content Security Management Appliance, and Cisco Web Security Appliance Information
Disclosure Vulnerability(cisco-sa-esa-wsa-sma-info-RHp44vAC)
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