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Summary

CVE CVE-2021-1397

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-06 13:15:00 UTC

Updated 2023-11-07 03:28:00 UTC

Description A vulnerability in the web-based management interface of Cisco Integrated Management Controller (IMC) Software could allow an unauthenticated, remote attacker to redirect a user to a malicious web page. This vulnerability is due to improper input validation of the parameters in an HTTP request. An attacker could exploit this vulnerability by persuading a user to click a crafted link. A successful exploit could allow the attacker to redirect a user to a malicious website. This vulnerability is known as an open redirect attack, which is used in phishing attacks to get users to visit malicious sites without their knowledge.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco C125 M5 - All All All

Operating System Cisco C125 M5 Firmware All All All All

Operating System Cisco C125 M5 Firmware All All All All

Hardware Cisco C220 M5 - All All All

Operating System Cisco C220 M5 Firmware All All All All

Operating System Cisco C220 M5 Firmware All All All All

Hardware Cisco C220 M6 - All All All

Operating System Cisco C220 M6 Firmware All All All All

Operating System Cisco C220 M6 Firmware All All All All

Hardware Cisco C225 M6 - All All All

Operating System Cisco C225 M6 Firmware All All All All

Operating System Cisco C225 M6 Firmware All All All All

Hardware Cisco C240 M5 - All All All

Operating System Cisco C240 M5 Firmware All All All All

Operating System Cisco C240 M5 Firmware All All All All

Hardware Cisco C240 M6 - All All All

Operating System Cisco C240 M6 Firmware All All All All
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Operating System Cisco C240 M6 Firmware All All All All

Operating System Cisco C240 M6 Firmware All All All All

Hardware Cisco C245 M6 - All All All

Operating System Cisco C245 M6 Firmware All All All All

Operating System Cisco C245 M6 Firmware All All All All

Hardware Cisco C480 M5 - All All All

Operating System Cisco C480 M5 Firmware All All All All

Operating System Cisco C480 M5 Firmware All All All All

Hardware Cisco C480 Ml M5 - All All All

Operating System Cisco C480 Ml M5 Firmware All All All All

Operating System Cisco C480 Ml M5 Firmware All All All All

Hardware Cisco Encs 5100 - All All All

Operating System Cisco Encs 5100 Firmware All All All All

Operating System Cisco Encs 5100 Firmware All All All All

Hardware Cisco Encs 5400 - All All All

Operating System Cisco Encs 5400 Firmware All All All All

Operating System Cisco Encs 5400 Firmware All All All All

Application Cisco Integrated Management Controller All All All All

Hardware Cisco Ucs-e1120d-m3 - All All All

Operating System Cisco Ucs-e1120d-m3 Firmware All All All All

Hardware Cisco Ucs-e140d - All All All

Hardware Cisco Ucs-e140dp - All All All

Operating System Cisco Ucs-e140dp Firmware All All All All

Operating System Cisco Ucs-e140d Firmware All All All All

Hardware Cisco Ucs-e140s - All All All

Hardware Cisco Ucs-e140s-m1 - All All All

Operating System Cisco Ucs-e140s-m1 Firmware All All All All

Hardware Cisco Ucs-e140s-m2 - All All All

Operating System Cisco Ucs-e140s-m2 Firmware All All All All

Operating System Cisco Ucs-e140s Firmware All All All All

Hardware Cisco Ucs-e160d - All All All

Hardware Cisco Ucs-e160dp-m1 - All All All

Operating System Cisco Ucs-e160dp-m1 Firmware All All All All

Operating System Cisco Ucs-e160d Firmware All All All All

Hardware Cisco Ucs-e160s-m3 - All All All

Operating System Cisco Ucs-e160s-m3 Firmware All All All All
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Hardware Cisco Ucs-e180d-m2 - All All All

Operating System Cisco Ucs-e180d-m2 Firmware All All All All

Hardware Cisco Ucs-e180d-m3 - All All All

Operating System Cisco Ucs-e180d-m3 Firmware All All All All

Hardware Cisco Ucs E1120d M3 - All All All

Operating System Cisco Ucs E1120d M3 Firmware All All All All

Operating System Cisco Ucs E1120d M3 Firmware All All All All

Hardware Cisco Ucs E140d - All All All

Hardware Cisco Ucs E140dp - All All All

Operating System Cisco Ucs E140dp Firmware All All All All

Operating System Cisco Ucs E140dp Firmware All All All All

Operating System Cisco Ucs E140d Firmware All All All All

Operating System Cisco Ucs E140d Firmware All All All All

Hardware Cisco Ucs E140s - All All All

Operating System Cisco Ucs E140s Firmware All All All All

Operating System Cisco Ucs E140s Firmware All All All All

Hardware Cisco Ucs E140s M1 - All All All

Operating System Cisco Ucs E140s M1 Firmware All All All All

Operating System Cisco Ucs E140s M1 Firmware All All All All

Hardware Cisco Ucs E140s M2 - All All All

Operating System Cisco Ucs E140s M2 Firmware All All All All

Operating System Cisco Ucs E140s M2 Firmware All All All All

Hardware Cisco Ucs E160d - All All All

Hardware Cisco Ucs E160dp M1 - All All All

Operating System Cisco Ucs E160dp M1 Firmware All All All All

Operating System Cisco Ucs E160dp M1 Firmware All All All All

Operating System Cisco Ucs E160d Firmware All All All All

Operating System Cisco Ucs E160d Firmware All All All All

Hardware Cisco Ucs E160s M3 - All All All

Operating System Cisco Ucs E160s M3 Firmware All All All All

Operating System Cisco Ucs E160s M3 Firmware All All All All

Hardware Cisco Ucs E180d M2 - All All All
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Hardware Cisco Ucs E180d M3 - All All All

Operating System Cisco Ucs E180d M3 Firmware All All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs-e180d-m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs-e180d-m2_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs-e180d-m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs-e180d-m3_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e1120d_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e1120d_m3_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e1120d_m3_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140d
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140dp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140dp_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140dp_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140d_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140d_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_m1
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_m1_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_m1_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_m2_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e140s_m2_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160d
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160dp_m1
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160dp_m1_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160dp_m1_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160d_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160d_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160s_m3
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160s_m3_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e160s_m3_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e180d_m2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e180d_m2_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e180d_m2_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_e180d_m3


Operating System Cisco Ucs E180d M3 Firmware All All All All

Operating System Cisco Ucs E180d M3 Firmware All All All All

Application Cisco Ucs Manager All All All All

Application Cisco Ucs Manager All All All All

Hardware Cisco Ucs S3260 - All All All

Operating System Cisco Ucs S3260 Firmware All All All All

Operating System Cisco Ucs S3260 Firmware All All All All

References

Reference Source Link Tags

Cisco Integrated Management Controller Open Redirect Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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317004 Cisco Integrated Management Controller Open Redirect Vulnerability (cisco-sa-imc-openred-zAYrU6d2)
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