
CVE-2021-1442
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2021-1442

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-24 20:15:00 UTC

Updated 2021-03-30 18:24:00 UTC

Description A vulnerability in a diagnostic command for the Plug-and-Play (PnP) subsystem of Cisco IOS XE Software could allow an authenticated, local attacker to elevate privileges to the level of an Administrator user (level 15) on an affected device. The vulnerability is due to insufficient protection of sensitive information. An attacker with low privileges could exploit this vulnerability by issuing the diagnostic CLI show pnp profile when a specific PnP listener is enabled on the device. A successful exploit could allow the attacker to obtain a privileged authentication token. This token can be used to send crafted PnP messages and execute privileged commands on the targeted system.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios Xe 16.1.1 All All All

Operating System Cisco Ios Xe 16.1.2 All All All

Operating System Cisco Ios Xe 16.1.3 All All All

Operating System Cisco Ios Xe 16.10.1 All All All

Operating System Cisco Ios Xe 16.10.1a All All All

Operating System Cisco Ios Xe 16.10.1b All All All

Operating System Cisco Ios Xe 16.10.1c All All All

Operating System Cisco Ios Xe 16.10.1d All All All

Operating System Cisco Ios Xe 16.10.1e All All All

Operating System Cisco Ios Xe 16.10.1f All All All

Operating System Cisco Ios Xe 16.10.1g All All All

Operating System Cisco Ios Xe 16.10.1s All All All

Operating System Cisco Ios Xe 16.10.2 All All All

Operating System Cisco Ios Xe 16.10.3 All All All

Operating System Cisco Ios Xe 16.11.1 All All All

Operating System Cisco Ios Xe 16.11.1a All All All

Operating System Cisco Ios Xe 16.11.1b All All All
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Operating System Cisco Ios Xe 16.11.1b All All All

Operating System Cisco Ios Xe 16.11.1c All All All

Operating System Cisco Ios Xe 16.11.1s All All All

Operating System Cisco Ios Xe 16.11.2 All All All

Operating System Cisco Ios Xe 16.12.1 All All All

Operating System Cisco Ios Xe 16.12.1a All All All

Operating System Cisco Ios Xe 16.12.1c All All All

Operating System Cisco Ios Xe 16.12.1s All All All

Operating System Cisco Ios Xe 16.12.1t All All All

Operating System Cisco Ios Xe 16.12.1w All All All

Operating System Cisco Ios Xe 16.12.1x All All All

Operating System Cisco Ios Xe 16.12.1y All All All

Operating System Cisco Ios Xe 16.12.1z All All All

Operating System Cisco Ios Xe 16.12.2 All All All

Operating System Cisco Ios Xe 16.12.2a All All All

Operating System Cisco Ios Xe 16.12.2s All All All

Operating System Cisco Ios Xe 16.12.2t All All All

Operating System Cisco Ios Xe 16.12.3 All All All

Operating System Cisco Ios Xe 16.12.3a All All All

Operating System Cisco Ios Xe 16.12.3s All All All

Operating System Cisco Ios Xe 16.12.4 All All All

Operating System Cisco Ios Xe 16.12.4a All All All

Operating System Cisco Ios Xe 16.2.1 All All All

Operating System Cisco Ios Xe 16.2.2 All All All

Operating System Cisco Ios Xe 16.3.1 All All All

Operating System Cisco Ios Xe 16.3.10 All All All

Operating System Cisco Ios Xe 16.3.11 All All All

Operating System Cisco Ios Xe 16.3.1a All All All

Operating System Cisco Ios Xe 16.3.2 All All All

Operating System Cisco Ios Xe 16.3.3 All All All

Operating System Cisco Ios Xe 16.3.4 All All All

Operating System Cisco Ios Xe 16.3.5 All All All

Operating System Cisco Ios Xe 16.3.5b All All All

Operating System Cisco Ios Xe 16.3.6 All All All

Operating System Cisco Ios Xe 16.3.7 All All All

Operating System Cisco Ios Xe 16.3.8 All All All
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Operating System Cisco Ios Xe 16.3.9 All All All

Operating System Cisco Ios Xe 16.4.1 All All All

Operating System Cisco Ios Xe 16.4.2 All All All

Operating System Cisco Ios Xe 16.4.3 All All All

Operating System Cisco Ios Xe 16.5.1 All All All

Operating System Cisco Ios Xe 16.5.1a All All All

Operating System Cisco Ios Xe 16.5.1b All All All

Operating System Cisco Ios Xe 16.5.2 All All All

Operating System Cisco Ios Xe 16.5.3 All All All

Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.2 All All All

Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.4s All All All

Operating System Cisco Ios Xe 16.6.5 All All All

Operating System Cisco Ios Xe 16.6.5a All All All

Operating System Cisco Ios Xe 16.6.5b All All All

Operating System Cisco Ios Xe 16.6.6 All All All

Operating System Cisco Ios Xe 16.6.7 All All All

Operating System Cisco Ios Xe 16.6.7a All All All

Operating System Cisco Ios Xe 16.6.8 All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All

Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All

Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All
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Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.8.3 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1c All All All

Operating System Cisco Ios Xe 16.9.1d All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.2a All All All

Operating System Cisco Ios Xe 16.9.2s All All All

Operating System Cisco Ios Xe 16.9.3 All All All

Operating System Cisco Ios Xe 16.9.3a All All All

Operating System Cisco Ios Xe 16.9.3h All All All

Operating System Cisco Ios Xe 16.9.3s All All All

Operating System Cisco Ios Xe 16.9.4 All All All

Operating System Cisco Ios Xe 16.9.4c All All All

Operating System Cisco Ios Xe 16.9.5 All All All

Operating System Cisco Ios Xe 16.9.5f All All All

Operating System Cisco Ios Xe 16.9.6 All All All

Operating System Cisco Ios Xe 17.1.1 All All All

Operating System Cisco Ios Xe 17.1.1a All All All

Operating System Cisco Ios Xe 17.1.1s All All All

Operating System Cisco Ios Xe 17.1.1t All All All

Operating System Cisco Ios Xe 17.1.2 All All All

Operating System Cisco Ios Xe 17.2.1 All All All

Operating System Cisco Ios Xe 17.2.1a All All All

Operating System Cisco Ios Xe 17.2.1r All All All

Operating System Cisco Ios Xe 17.2.1v All All All

Operating System Cisco Ios Xe 3.10.0ce All All All

Operating System Cisco Ios Xe 3.10.0e All All All

Operating System Cisco Ios Xe 3.10.1ae All All All

Operating System Cisco Ios Xe 3.10.1e All All All

Operating System Cisco Ios Xe 3.10.1se All All All

Operating System Cisco Ios Xe 3.10.2e All All All

Operating System Cisco Ios Xe 3.10.3e All All All
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Operating System Cisco Ios Xe 3.11.0e All All All

Operating System Cisco Ios Xe 3.11.1ae All All All

Operating System Cisco Ios Xe 3.11.1e All All All

Operating System Cisco Ios Xe 3.11.2ae All All All

Operating System Cisco Ios Xe 3.11.2e All All All

Operating System Cisco Ios Xe 3.13.10s All All All

Operating System Cisco Ios Xe 3.13.8s All All All

Operating System Cisco Ios Xe 3.13.9s All All All

Operating System Cisco Ios Xe 3.16.0as All All All

Operating System Cisco Ios Xe 3.16.0bs All All All

Operating System Cisco Ios Xe 3.16.0cs All All All

Operating System Cisco Ios Xe 3.16.0s All All All

Operating System Cisco Ios Xe 3.16.10as All All All

Operating System Cisco Ios Xe 3.16.10s All All All

Operating System Cisco Ios Xe 3.16.1as All All All

Operating System Cisco Ios Xe 3.16.1s All All All

Operating System Cisco Ios Xe 3.16.2as All All All

Operating System Cisco Ios Xe 3.16.2bs All All All

Operating System Cisco Ios Xe 3.16.2s All All All

Operating System Cisco Ios Xe 3.16.3as All All All

Operating System Cisco Ios Xe 3.16.3s All All All

Operating System Cisco Ios Xe 3.16.4as All All All

Operating System Cisco Ios Xe 3.16.4bs All All All

Operating System Cisco Ios Xe 3.16.4cs All All All

Operating System Cisco Ios Xe 3.16.4ds All All All

Operating System Cisco Ios Xe 3.16.4es All All All

Operating System Cisco Ios Xe 3.16.4gs All All All

Operating System Cisco Ios Xe 3.16.4s All All All

Operating System Cisco Ios Xe 3.16.5as All All All

Operating System Cisco Ios Xe 3.16.5bs All All All

Operating System Cisco Ios Xe 3.16.5s All All All

Operating System Cisco Ios Xe 3.16.6bs All All All

Operating System Cisco Ios Xe 3.16.6s All All All

Operating System Cisco Ios Xe 3.16.7as All All All

Operating System Cisco Ios Xe 3.16.7bs All All All
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Operating System Cisco Ios Xe 3.16.7s All All All

Operating System Cisco Ios Xe 3.16.8s All All All

Operating System Cisco Ios Xe 3.16.9s All All All

Operating System Cisco Ios Xe 3.17.0s All All All

Operating System Cisco Ios Xe 3.17.1as All All All

Operating System Cisco Ios Xe 3.17.1s All All All

Operating System Cisco Ios Xe 3.17.2s All All All

Operating System Cisco Ios Xe 3.17.3s All All All

Operating System Cisco Ios Xe 3.17.4s All All All

Operating System Cisco Ios Xe 3.18.0as All All All

Operating System Cisco Ios Xe 3.18.0s All All All

Operating System Cisco Ios Xe 3.18.0sp All All All

Operating System Cisco Ios Xe 3.18.1asp All All All

Operating System Cisco Ios Xe 3.18.1bsp All All All

Operating System Cisco Ios Xe 3.18.1csp All All All

Operating System Cisco Ios Xe 3.18.1gsp All All All

Operating System Cisco Ios Xe 3.18.1hsp All All All

Operating System Cisco Ios Xe 3.18.1isp All All All

Operating System Cisco Ios Xe 3.18.1s All All All

Operating System Cisco Ios Xe 3.18.1sp All All All

Operating System Cisco Ios Xe 3.18.2asp All All All

Operating System Cisco Ios Xe 3.18.2s All All All

Operating System Cisco Ios Xe 3.18.2sp All All All

Operating System Cisco Ios Xe 3.18.3asp All All All

Operating System Cisco Ios Xe 3.18.3bsp All All All

Operating System Cisco Ios Xe 3.18.3s All All All

Operating System Cisco Ios Xe 3.18.3sp All All All

Operating System Cisco Ios Xe 3.18.4s All All All

Operating System Cisco Ios Xe 3.18.4sp All All All

Operating System Cisco Ios Xe 3.18.5sp All All All

Operating System Cisco Ios Xe 3.18.6sp All All All

Operating System Cisco Ios Xe 3.18.7sp All All All

Operating System Cisco Ios Xe 3.18.8asp All All All

Operating System Cisco Ios Xe 3.18.8sp All All All

Operating System Cisco Ios Xe 3.6.10e All All All

Operating System Cisco Ios Xe 3.6.3e All All All
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Operating System Cisco Ios Xe 3.6.3e All All All

Operating System Cisco Ios Xe 3.6.4e All All All

Operating System Cisco Ios Xe 3.6.5ae All All All

Operating System Cisco Ios Xe 3.6.5be All All All

Operating System Cisco Ios Xe 3.6.5e All All All

Operating System Cisco Ios Xe 3.6.6e All All All

Operating System Cisco Ios Xe 3.6.7ae All All All

Operating System Cisco Ios Xe 3.6.7be All All All

Operating System Cisco Ios Xe 3.6.7e All All All

Operating System Cisco Ios Xe 3.6.8e All All All

Operating System Cisco Ios Xe 3.6.9ae All All All

Operating System Cisco Ios Xe 3.6.9e All All All

Operating System Cisco Ios Xe 3.7.3e All All All

Operating System Cisco Ios Xe 3.7.4e All All All

Operating System Cisco Ios Xe 3.7.5e All All All

Operating System Cisco Ios Xe 3.8.0e All All All

Operating System Cisco Ios Xe 3.8.10e All All All

Operating System Cisco Ios Xe 3.8.1e All All All

Operating System Cisco Ios Xe 3.8.2e All All All

Operating System Cisco Ios Xe 3.8.3e All All All

Operating System Cisco Ios Xe 3.8.4e All All All

Operating System Cisco Ios Xe 3.8.5ae All All All

Operating System Cisco Ios Xe 3.8.5e All All All

Operating System Cisco Ios Xe 3.8.6e All All All

Operating System Cisco Ios Xe 3.8.7e All All All

Operating System Cisco Ios Xe 3.8.8e All All All

Operating System Cisco Ios Xe 3.8.9e All All All

Operating System Cisco Ios Xe 3.9.0e All All All

Operating System Cisco Ios Xe 3.9.1e All All All

Operating System Cisco Ios Xe 3.9.2be All All All

Operating System Cisco Ios Xe 3.9.2e All All All

Application Oracle Cisco Ios Xe Software 16.1.1 All All All

Application Oracle Cisco Ios Xe Software 16.1.2 All All All

Application Oracle Cisco Ios Xe Software 16.1.3 All All All

Application Oracle Cisco Ios Xe Software 16.10.1 All All All

Application Oracle Cisco Ios Xe Software 16.10.1a All All All
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Application Oracle Cisco Ios Xe Software 16.10.1b All All All

Application Oracle Cisco Ios Xe Software 16.10.1c All All All

Application Oracle Cisco Ios Xe Software 16.10.1d All All All

Application Oracle Cisco Ios Xe Software 16.10.1e All All All

Application Oracle Cisco Ios Xe Software 16.10.1f All All All

Application Oracle Cisco Ios Xe Software 16.10.1g All All All

Application Oracle Cisco Ios Xe Software 16.10.1s All All All

Application Oracle Cisco Ios Xe Software 16.10.2 All All All

Application Oracle Cisco Ios Xe Software 16.10.3 All All All

Application Oracle Cisco Ios Xe Software 16.11.1 All All All

Application Oracle Cisco Ios Xe Software 16.11.1a All All All

Application Oracle Cisco Ios Xe Software 16.11.1b All All All

Application Oracle Cisco Ios Xe Software 16.11.1c All All All

Application Oracle Cisco Ios Xe Software 16.11.1s All All All

Application Oracle Cisco Ios Xe Software 16.11.2 All All All

Application Oracle Cisco Ios Xe Software 16.12.1 All All All

Application Oracle Cisco Ios Xe Software 16.12.1a All All All

Application Oracle Cisco Ios Xe Software 16.12.1c All All All

Application Oracle Cisco Ios Xe Software 16.12.1s All All All

Application Oracle Cisco Ios Xe Software 16.12.1t All All All

Application Oracle Cisco Ios Xe Software 16.12.1w All All All

Application Oracle Cisco Ios Xe Software 16.12.1x All All All

Application Oracle Cisco Ios Xe Software 16.12.1y All All All

Application Oracle Cisco Ios Xe Software 16.12.1z All All All

Application Oracle Cisco Ios Xe Software 16.12.2 All All All

Application Oracle Cisco Ios Xe Software 16.12.2a All All All

Application Oracle Cisco Ios Xe Software 16.12.2s All All All

Application Oracle Cisco Ios Xe Software 16.12.2t All All All

Application Oracle Cisco Ios Xe Software 16.12.3 All All All

Application Oracle Cisco Ios Xe Software 16.12.3a All All All

Application Oracle Cisco Ios Xe Software 16.12.3s All All All

Application Oracle Cisco Ios Xe Software 16.12.4 All All All

Application Oracle Cisco Ios Xe Software 16.12.4a All All All

Application Oracle Cisco Ios Xe Software 16.2.1 All All All

Application Oracle Cisco Ios Xe Software 16.2.2 All All All
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Application Oracle Cisco Ios Xe Software 16.3.1 All All All

Application Oracle Cisco Ios Xe Software 16.3.10 All All All

Application Oracle Cisco Ios Xe Software 16.3.11 All All All

Application Oracle Cisco Ios Xe Software 16.3.1a All All All

Application Oracle Cisco Ios Xe Software 16.3.2 All All All

Application Oracle Cisco Ios Xe Software 16.3.3 All All All

Application Oracle Cisco Ios Xe Software 16.3.4 All All All

Application Oracle Cisco Ios Xe Software 16.3.5 All All All

Application Oracle Cisco Ios Xe Software 16.3.5b All All All

Application Oracle Cisco Ios Xe Software 16.3.6 All All All

Application Oracle Cisco Ios Xe Software 16.3.7 All All All

Application Oracle Cisco Ios Xe Software 16.3.8 All All All

Application Oracle Cisco Ios Xe Software 16.3.9 All All All

Application Oracle Cisco Ios Xe Software 16.4.1 All All All

Application Oracle Cisco Ios Xe Software 16.4.2 All All All

Application Oracle Cisco Ios Xe Software 16.4.3 All All All

Application Oracle Cisco Ios Xe Software 16.5.1 All All All

Application Oracle Cisco Ios Xe Software 16.5.1a All All All

Application Oracle Cisco Ios Xe Software 16.5.1b All All All

Application Oracle Cisco Ios Xe Software 16.5.2 All All All

Application Oracle Cisco Ios Xe Software 16.5.3 All All All

Application Oracle Cisco Ios Xe Software 16.6.1 All All All

Application Oracle Cisco Ios Xe Software 16.6.2 All All All

Application Oracle Cisco Ios Xe Software 16.6.3 All All All

Application Oracle Cisco Ios Xe Software 16.6.4 All All All

Application Oracle Cisco Ios Xe Software 16.6.4a All All All

Application Oracle Cisco Ios Xe Software 16.6.4s All All All

Application Oracle Cisco Ios Xe Software 16.6.5 All All All

Application Oracle Cisco Ios Xe Software 16.6.5a All All All

Application Oracle Cisco Ios Xe Software 16.6.5b All All All

Application Oracle Cisco Ios Xe Software 16.6.6 All All All

Application Oracle Cisco Ios Xe Software 16.6.7 All All All

Application Oracle Cisco Ios Xe Software 16.6.7a All All All

Application Oracle Cisco Ios Xe Software 16.6.8 All All All

Application Oracle Cisco Ios Xe Software 16.7.1 All All All

Application Oracle Cisco Ios Xe Software 16.7.1a All All All
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Application Oracle Cisco Ios Xe Software 16.7.1a All All All

Application Oracle Cisco Ios Xe Software 16.7.1b All All All

Application Oracle Cisco Ios Xe Software 16.7.2 All All All

Application Oracle Cisco Ios Xe Software 16.7.3 All All All

Application Oracle Cisco Ios Xe Software 16.7.4 All All All

Application Oracle Cisco Ios Xe Software 16.8.1 All All All

Application Oracle Cisco Ios Xe Software 16.8.1a All All All

Application Oracle Cisco Ios Xe Software 16.8.1b All All All

Application Oracle Cisco Ios Xe Software 16.8.1c All All All

Application Oracle Cisco Ios Xe Software 16.8.1d All All All

Application Oracle Cisco Ios Xe Software 16.8.1e All All All

Application Oracle Cisco Ios Xe Software 16.8.1s All All All

Application Oracle Cisco Ios Xe Software 16.8.2 All All All

Application Oracle Cisco Ios Xe Software 16.8.3 All All All

Application Oracle Cisco Ios Xe Software 16.9.1 All All All

Application Oracle Cisco Ios Xe Software 16.9.1a All All All

Application Oracle Cisco Ios Xe Software 16.9.1b All All All

Application Oracle Cisco Ios Xe Software 16.9.1c All All All

Application Oracle Cisco Ios Xe Software 16.9.1d All All All

Application Oracle Cisco Ios Xe Software 16.9.1s All All All

Application Oracle Cisco Ios Xe Software 16.9.2 All All All

Application Oracle Cisco Ios Xe Software 16.9.2a All All All

Application Oracle Cisco Ios Xe Software 16.9.2s All All All

Application Oracle Cisco Ios Xe Software 16.9.3 All All All

Application Oracle Cisco Ios Xe Software 16.9.3a All All All

Application Oracle Cisco Ios Xe Software 16.9.3h All All All

Application Oracle Cisco Ios Xe Software 16.9.3s All All All

Application Oracle Cisco Ios Xe Software 16.9.4 All All All

Application Oracle Cisco Ios Xe Software 16.9.4c All All All

Application Oracle Cisco Ios Xe Software 16.9.5 All All All

Application Oracle Cisco Ios Xe Software 16.9.5f All All All

Application Oracle Cisco Ios Xe Software 16.9.6 All All All

Application Oracle Cisco Ios Xe Software 17.1.1 All All All

Application Oracle Cisco Ios Xe Software 17.1.1a All All All

Application Oracle Cisco Ios Xe Software 17.1.1s All All All

Application Oracle Cisco Ios Xe Software 17.1.1t All All All

http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software
http://cve.report/vendor/oracle
http://cve.report/software/oracle/cisco_ios_xe_software


Application Oracle Cisco Ios Xe Software 17.1.2 All All All

Application Oracle Cisco Ios Xe Software 17.2.1 All All All

Application Oracle Cisco Ios Xe Software 17.2.1a All All All

Application Oracle Cisco Ios Xe Software 17.2.1r All All All

Application Oracle Cisco Ios Xe Software 17.2.1v All All All

Application Oracle Cisco Ios Xe Software 3.10.0ce All All All

Application Oracle Cisco Ios Xe Software 3.10.0e All All All

Application Oracle Cisco Ios Xe Software 3.10.1ae All All All

Application Oracle Cisco Ios Xe Software 3.10.1e All All All

Application Oracle Cisco Ios Xe Software 3.10.1se All All All

Application Oracle Cisco Ios Xe Software 3.10.2e All All All

Application Oracle Cisco Ios Xe Software 3.10.3e All All All

Application Oracle Cisco Ios Xe Software 3.11.0e All All All

Application Oracle Cisco Ios Xe Software 3.11.1ae All All All

Application Oracle Cisco Ios Xe Software 3.11.1e All All All

Application Oracle Cisco Ios Xe Software 3.11.2ae All All All

Application Oracle Cisco Ios Xe Software 3.11.2e All All All

Application Oracle Cisco Ios Xe Software 3.13.10s All All All

Application Oracle Cisco Ios Xe Software 3.13.8s All All All

Application Oracle Cisco Ios Xe Software 3.13.9s All All All

Application Oracle Cisco Ios Xe Software 3.16.0as All All All

Application Oracle Cisco Ios Xe Software 3.16.0bs All All All

Application Oracle Cisco Ios Xe Software 3.16.0cs All All All

Application Oracle Cisco Ios Xe Software 3.16.0s All All All

Application Oracle Cisco Ios Xe Software 3.16.10as All All All

Application Oracle Cisco Ios Xe Software 3.16.10s All All All

Application Oracle Cisco Ios Xe Software 3.16.1as All All All

Application Oracle Cisco Ios Xe Software 3.16.1s All All All

Application Oracle Cisco Ios Xe Software 3.16.2as All All All

Application Oracle Cisco Ios Xe Software 3.16.2bs All All All

Application Oracle Cisco Ios Xe Software 3.16.2s All All All

Application Oracle Cisco Ios Xe Software 3.16.3as All All All

Application Oracle Cisco Ios Xe Software 3.16.3s All All All

Application Oracle Cisco Ios Xe Software 3.16.4as All All All

Application Oracle Cisco Ios Xe Software 3.16.4bs All All All
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Application Oracle Cisco Ios Xe Software 3.16.4cs All All All

Application Oracle Cisco Ios Xe Software 3.16.4ds All All All

Application Oracle Cisco Ios Xe Software 3.16.4es All All All

Application Oracle Cisco Ios Xe Software 3.16.4gs All All All

Application Oracle Cisco Ios Xe Software 3.16.4s All All All

Application Oracle Cisco Ios Xe Software 3.16.5as All All All

Application Oracle Cisco Ios Xe Software 3.16.5bs All All All

Application Oracle Cisco Ios Xe Software 3.16.5s All All All

Application Oracle Cisco Ios Xe Software 3.16.6bs All All All

Application Oracle Cisco Ios Xe Software 3.16.6s All All All

Application Oracle Cisco Ios Xe Software 3.16.7as All All All

Application Oracle Cisco Ios Xe Software 3.16.7bs All All All

Application Oracle Cisco Ios Xe Software 3.16.7s All All All

Application Oracle Cisco Ios Xe Software 3.16.8s All All All

Application Oracle Cisco Ios Xe Software 3.16.9s All All All

Application Oracle Cisco Ios Xe Software 3.17.0s All All All

Application Oracle Cisco Ios Xe Software 3.17.1as All All All

Application Oracle Cisco Ios Xe Software 3.17.1s All All All

Application Oracle Cisco Ios Xe Software 3.17.2s All All All

Application Oracle Cisco Ios Xe Software 3.17.3s All All All

Application Oracle Cisco Ios Xe Software 3.17.4s All All All

Application Oracle Cisco Ios Xe Software 3.18.0as All All All

Application Oracle Cisco Ios Xe Software 3.18.0s All All All

Application Oracle Cisco Ios Xe Software 3.18.0sp All All All

Application Oracle Cisco Ios Xe Software 3.18.1asp All All All

Application Oracle Cisco Ios Xe Software 3.18.1bsp All All All

Application Oracle Cisco Ios Xe Software 3.18.1csp All All All

Application Oracle Cisco Ios Xe Software 3.18.1gsp All All All

Application Oracle Cisco Ios Xe Software 3.18.1hsp All All All

Application Oracle Cisco Ios Xe Software 3.18.1isp All All All

Application Oracle Cisco Ios Xe Software 3.18.1s All All All

Application Oracle Cisco Ios Xe Software 3.18.1sp All All All

Application Oracle Cisco Ios Xe Software 3.18.2asp All All All

Application Oracle Cisco Ios Xe Software 3.18.2s All All All

Application Oracle Cisco Ios Xe Software 3.18.2sp All All All

Application Oracle Cisco Ios Xe Software 3.18.3asp All All All
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Application Oracle Cisco Ios Xe Software 3.18.3asp All All All

Application Oracle Cisco Ios Xe Software 3.18.3bsp All All All

Application Oracle Cisco Ios Xe Software 3.18.3s All All All

Application Oracle Cisco Ios Xe Software 3.18.3sp All All All

Application Oracle Cisco Ios Xe Software 3.18.4s All All All

Application Oracle Cisco Ios Xe Software 3.18.4sp All All All

Application Oracle Cisco Ios Xe Software 3.18.5sp All All All

Application Oracle Cisco Ios Xe Software 3.18.6sp All All All

Application Oracle Cisco Ios Xe Software 3.18.7sp All All All

Application Oracle Cisco Ios Xe Software 3.18.8asp All All All

Application Oracle Cisco Ios Xe Software 3.18.8sp All All All

Application Oracle Cisco Ios Xe Software 3.6.10e All All All

Application Oracle Cisco Ios Xe Software 3.6.3e All All All

Application Oracle Cisco Ios Xe Software 3.6.4e All All All

Application Oracle Cisco Ios Xe Software 3.6.5ae All All All

Application Oracle Cisco Ios Xe Software 3.6.5be All All All

Application Oracle Cisco Ios Xe Software 3.6.5e All All All

Application Oracle Cisco Ios Xe Software 3.6.6e All All All

Application Oracle Cisco Ios Xe Software 3.6.7ae All All All

Application Oracle Cisco Ios Xe Software 3.6.7be All All All

Application Oracle Cisco Ios Xe Software 3.6.7e All All All

Application Oracle Cisco Ios Xe Software 3.6.8e All All All

Application Oracle Cisco Ios Xe Software 3.6.9ae All All All

Application Oracle Cisco Ios Xe Software 3.6.9e All All All

Application Oracle Cisco Ios Xe Software 3.7.3e All All All

Application Oracle Cisco Ios Xe Software 3.7.4e All All All

Application Oracle Cisco Ios Xe Software 3.7.5e All All All

Application Oracle Cisco Ios Xe Software 3.8.0e All All All

Application Oracle Cisco Ios Xe Software 3.8.10e All All All

Application Oracle Cisco Ios Xe Software 3.8.1e All All All

Application Oracle Cisco Ios Xe Software 3.8.2e All All All

Application Oracle Cisco Ios Xe Software 3.8.3e All All All

Application Oracle Cisco Ios Xe Software 3.8.4e All All All

Application Oracle Cisco Ios Xe Software 3.8.5ae All All All

Application Oracle Cisco Ios Xe Software 3.8.5e All All All

Application Oracle Cisco Ios Xe Software 3.8.6e All All All
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Application Oracle Cisco Ios Xe Software 3.8.7e All All All

Application Oracle Cisco Ios Xe Software 3.8.8e All All All

Application Oracle Cisco Ios Xe Software 3.8.9e All All All

Application Oracle Cisco Ios Xe Software 3.9.0e All All All

Application Oracle Cisco Ios Xe Software 3.9.1e All All All

Application Oracle Cisco Ios Xe Software 3.9.2be All All All

Application Oracle Cisco Ios Xe Software 3.9.2e All All All

References

Reference Source Link Tags

Cisco IOS XE Software Plug-and-Play Privilege Escalation Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

316900 Cisco IOS XE Software Plug-and-Play Privilege Escalation Vulnerability(cisco-sa-ios-xe-pnp-priv-esc-AmG3kuVL)

590879 Rockwell Automation Stratix Switches Impacted by IOS and IOS XE Software Multiple Vulnerabilities (PN1558)
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