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A vulnerability in the ROM Monitor (ROMMON) of Cisco 10S XE Software for Cisco Catalyst IE3200, IE3300, and IE3400 R
| i

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware

Operating System

Vendor Product Version Update Edition Language
Cisco Catalyst 13200 Rugged Switch - All All All
Cisco Catalyst 13300 Rugged Switch - All All All
Cisco Catalyst 13400 Heavy Duty Switch - All All All
Cisco Catalyst 13400 Rugged Switch - All All All
Cisco Ess 3300 - All All All
Cisco los Xe Rom Monitor All All All All

References

Reference Source Link Tag
Cisco I0S XE ROM Monitor Software for Cisco Industrial Switches OS Command Injection Vulnerability = CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org cant
NVD vulnerability detail NVD nvd.nist.gov can
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590879 Rockwell Automation Stratix Switches Impacted by IOS and I0S XE Software Multiple Vulnerabilities (PN1558)
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