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Summary

CVE CVE-2021-1547

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-22 07:15:00 UTC

Updated 2023-11-07 03:28:00 UTC

Description Multiple vulnerabilities in the web-based management interface of certain Cisco Small Business 100, 300, and 500 Series Wireless Access Points could allow an authenticated, remote attacker to perform command injection attacks against an affected device. These vulnerabilities are due to improper validation of user-supplied input. An attacker could exploit these vulnerabilities by sending crafted HTTP requests to the web-based management interface of an affected system. A successful exploit could allow the attacker to execute arbitrary commands with root privileges on the device. To exploit these vulnerabilities, the attacker must have valid administrative credentials for the device.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Wap125 - All All All

Operating System Cisco Wap125 Firmware All All All All

Hardware Cisco Wap131 - All All All

Operating System Cisco Wap131 Firmware All All All All

Hardware Cisco Wap150 - All All All

Operating System Cisco Wap150 Firmware All All All All

Hardware Cisco Wap351 - All All All

Operating System Cisco Wap351 Firmware All All All All

Hardware Cisco Wap361 - All All All

Operating System Cisco Wap361 Firmware All All All All

Hardware Cisco Wap581 - All All All

Operating System Cisco Wap581 Firmware All All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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