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A vulnerability in the EtherChannel port subscription logic of Cisco Nexus 9500 Series Switches could allow an unauthentic:

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Operating System

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Nexus 9500 16-slot

Nexus 9500 4-slot

Nexus 9500 8-slot

Nexus 9504

Nexus 9508

Nexus 9516

Nx-os

Version

9.3\(4)

Update Edition Language
All All All
All All All
All All All
All All All
All All All
All All All
All All All

References

Reference

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Cisco Nexus 9500 Series Switches Access Control List Bypass Vulnerability
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CISCO

CVE.ORG
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Link Tags
tools.cisco.com
Www.cve.org canonical

nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2021-1591/mitre
https://cve.report/CVE-2021-1591/nist
https://cve.report/CVE-2021-1591/cve_org
https://cve.report/CVE-2021-1591.pdf
http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/software/cisco/nexus_9504
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http://cve.report/software/cisco/nexus_9516
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http://cve.report/software/cisco/nx-os
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nexus-acl-vrvQYPVe
https://www.cve.org/CVERecord?id=CVE-2021-1591
https://nvd.nist.gov/vuln/detail/CVE-2021-1591

317017 Cisco Nexus 9500 Series Switches Access Control List Bypass Vulnerability (cisco-sa-nexus-acl-vivQYPVe)
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