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Summary

CVE CVE-2021-1619

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-23 03:15:00 UTC

Updated 2023-11-07 03:28:00 UTC

Description A vulnerability in the authentication, authorization, and accounting (AAA) function of Cisco IOS XE Software could allow an unauthenticated, remote attacker to bypass NETCONF or RESTCONF authentication and do either of the following: Install, manipulate, or delete the configuration of an affected device Cause memory corruption that results in a denial of service (DoS) on an affected device This vulnerability is due to an uninitialized variable. An attacker could exploit this vulnerability by sending a series of NETCONF or RESTCONF requests to an affected device. A successful exploit could allow the attacker to use NETCONF or RESTCONF to install, manipulate, or delete the configuration of a network device or to corrupt memory on the device, resulting a DoS.

Risk And Classification

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Cisco Ios Xe 16.10.1 All

Operating System Cisco Ios Xe 16.10.1a All

Operating System Cisco Ios Xe 16.10.1b All

Operating System Cisco Ios Xe 16.10.1c All

Operating System Cisco Ios Xe 16.10.1d All

Operating System Cisco Ios Xe 16.10.1e All

Operating System Cisco Ios Xe 16.10.1f All

Operating System Cisco Ios Xe 16.10.1g All

Operating System Cisco Ios Xe 16.10.1s All

Operating System Cisco Ios Xe 16.10.2 All

Operating System Cisco Ios Xe 16.10.3 All

Operating System Cisco Ios Xe 16.11.1 All

Operating System Cisco Ios Xe 16.11.1a All

Operating System Cisco Ios Xe 16.11.1b All

Operating System Cisco Ios Xe 16.11.1c All

Operating System Cisco Ios Xe 16.11.1s All

Operating System Cisco Ios Xe 16.11.2 All
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Operating System Cisco Ios Xe 16.11.2 All

Operating System Cisco Ios Xe 16.12.1 All

Operating System Cisco Ios Xe 16.12.1a All

Operating System Cisco Ios Xe 16.12.1c All

Operating System Cisco Ios Xe 16.12.1s All

Operating System Cisco Ios Xe 16.12.1t All

Operating System Cisco Ios Xe 16.12.1w All

Operating System Cisco Ios Xe 16.12.1x All

Operating System Cisco Ios Xe 16.12.1y All

Operating System Cisco Ios Xe 16.12.1z All

Operating System Cisco Ios Xe 16.12.1z1 All

Operating System Cisco Ios Xe 16.12.1za All

Operating System Cisco Ios Xe 16.12.2 All

Operating System Cisco Ios Xe 16.12.2a All

Operating System Cisco Ios Xe 16.12.2s All

Operating System Cisco Ios Xe 16.12.2t All

Operating System Cisco Ios Xe 16.12.3 All

Operating System Cisco Ios Xe 16.12.3a All

Operating System Cisco Ios Xe 16.12.3s All

Operating System Cisco Ios Xe 16.12.4 All

Operating System Cisco Ios Xe 16.12.4a All

Operating System Cisco Ios Xe 16.12.5 All

Operating System Cisco Ios Xe 16.12.5a All

Operating System Cisco Ios Xe 16.12.5b All

Operating System Cisco Ios Xe 16.3.1 All

Operating System Cisco Ios Xe 16.3.10 All

Operating System Cisco Ios Xe 16.3.11 All

Operating System Cisco Ios Xe 16.3.1a All

Operating System Cisco Ios Xe 16.3.2 All

Operating System Cisco Ios Xe 16.3.3 All

Operating System Cisco Ios Xe 16.3.4 All

Operating System Cisco Ios Xe 16.3.5 All

Operating System Cisco Ios Xe 16.3.5b All

Operating System Cisco Ios Xe 16.3.6 All

Operating System Cisco Ios Xe 16.3.7 All

Operating System Cisco Ios Xe 16.3.8 All
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Operating System Cisco Ios Xe 16.3.9 All

Operating System Cisco Ios Xe 16.4.1 All

Operating System Cisco Ios Xe 16.4.2 All

Operating System Cisco Ios Xe 16.4.3 All

Operating System Cisco Ios Xe 16.5.1 All

Operating System Cisco Ios Xe 16.5.1a All

Operating System Cisco Ios Xe 16.5.1b All

Operating System Cisco Ios Xe 16.5.2 All

Operating System Cisco Ios Xe 16.5.3 All

Operating System Cisco Ios Xe 16.6.1 All

Operating System Cisco Ios Xe 16.6.2 All

Operating System Cisco Ios Xe 16.6.3 All

Operating System Cisco Ios Xe 16.6.4 All

Operating System Cisco Ios Xe 16.6.4a All

Operating System Cisco Ios Xe 16.6.4s All

Operating System Cisco Ios Xe 16.6.5 All

Operating System Cisco Ios Xe 16.6.5a All

Operating System Cisco Ios Xe 16.6.5b All

Operating System Cisco Ios Xe 16.6.6 All

Operating System Cisco Ios Xe 16.6.7 All

Operating System Cisco Ios Xe 16.6.7a All

Operating System Cisco Ios Xe 16.6.8 All

Operating System Cisco Ios Xe 16.6.9 All

Operating System Cisco Ios Xe 16.7.1 All

Operating System Cisco Ios Xe 16.7.1a All

Operating System Cisco Ios Xe 16.7.1b All

Operating System Cisco Ios Xe 16.7.2 All

Operating System Cisco Ios Xe 16.7.3 All

Operating System Cisco Ios Xe 16.7.4 All

Operating System Cisco Ios Xe 16.8.1 All

Operating System Cisco Ios Xe 16.8.1a All

Operating System Cisco Ios Xe 16.8.1b All

Operating System Cisco Ios Xe 16.8.1c All

Operating System Cisco Ios Xe 16.8.1d All

Operating System Cisco Ios Xe 16.8.1e All

Operating System Cisco Ios Xe 16.8.1s All
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Operating System Cisco Ios Xe 16.8.1s All

Operating System Cisco Ios Xe 16.8.2 All

Operating System Cisco Ios Xe 16.8.3 All

Operating System Cisco Ios Xe 16.9.1 All

Operating System Cisco Ios Xe 16.9.1a All

Operating System Cisco Ios Xe 16.9.1b All

Operating System Cisco Ios Xe 16.9.1c All

Operating System Cisco Ios Xe 16.9.1d All

Operating System Cisco Ios Xe 16.9.1s All

Operating System Cisco Ios Xe 16.9.2 All

Operating System Cisco Ios Xe 16.9.2a All

Operating System Cisco Ios Xe 16.9.2s All

Operating System Cisco Ios Xe 16.9.3 All

Operating System Cisco Ios Xe 16.9.3a All

Operating System Cisco Ios Xe 16.9.3h All

Operating System Cisco Ios Xe 16.9.3s All

Operating System Cisco Ios Xe 16.9.4 All

Operating System Cisco Ios Xe 16.9.4c All

Operating System Cisco Ios Xe 16.9.5 All

Operating System Cisco Ios Xe 16.9.5f All

Operating System Cisco Ios Xe 16.9.6 All

Operating System Cisco Ios Xe 16.9.7 All

Operating System Cisco Ios Xe 17.1.1 All

Operating System Cisco Ios Xe 17.1.1a All

Operating System Cisco Ios Xe 17.1.1s All

Operating System Cisco Ios Xe 17.1.1t All

Operating System Cisco Ios Xe 17.1.2 All

Operating System Cisco Ios Xe 17.1.3 All

Operating System Cisco Ios Xe 17.2.1 All

Operating System Cisco Ios Xe 17.2.1a All

Operating System Cisco Ios Xe 17.2.1r All

Operating System Cisco Ios Xe 17.2.1v All

Operating System Cisco Ios Xe Sd-wan All All

Operating System Cisco Ios Xe Sd-wan 16.10.1 When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.1 When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.1 When Installed On Asr 1000 Series Aggregation Services routers All
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Operating System Cisco Ios Xe Sd-wan 16.10.1 When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.2 When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.2 When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.2 When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.2 When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.3a When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3a When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3a When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3a When Installed On Cloud Services Router 1000v series All

Operating System Cisco Ios Xe Sd-wan 16.10.3a When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.3b When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3b When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3b When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3b When Installed On Cloud Services Router 1000v series All

Operating System Cisco Ios Xe Sd-wan 16.10.3b When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.3 When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3 When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3 When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.3 When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.4 When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.4 When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.4 When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.4 When Installed On Cloud Services Router 1000v series All

Operating System Cisco Ios Xe Sd-wan 16.10.4 When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.5 When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.5 When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.5 When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.5 When Installed On Cloud Services Router 1000v series All

Operating System Cisco Ios Xe Sd-wan 16.10.5 When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.10.6 When Installed On 1000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.6 When Installed On 4000 Series Integrated Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.6 When Installed On Asr 1000 Series Aggregation Services routers All

Operating System Cisco Ios Xe Sd-wan 16.10.6 When Installed On Cloud Services Router 1000v series All

Operating System Cisco Ios Xe Sd-wan 16.10.6 When Installed On Integrated Services Virtual router All

Operating System Cisco Ios Xe Sd-wan 16.11.1a When Installed On 1000 Series Integrated Services routers All
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