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State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-09-23 03:15:00 UTC
Updated 2023-11-07 03:28:00 UTC

Description A vulnerability in the Common Open Policy Service (COPS) of Cisco IOS XE Software for Cisco cBR-8 Converged Broadbe
i

/ |

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco 7600 Router - All All All
Hardware Cisco Asr 901-12c-f-d - All All All
Hardware Cisco Asr 901-12c-ft-d - All All All
Hardware Cisco Asr 901-4c-f-d - All All All
Hardware Cisco Asr 901-4c-ft-d - All All All
Hardware Cisco Asr 901-6¢z-f-a - All All All
Hardware Cisco Asr 901-6¢z-f-d - All All All
Hardware Cisco Asr 901-6¢z-fs-a - All All All
Hardware Cisco Asr 901-6¢cz-fs-d - All All All
Hardware Cisco Asr 901-6¢z-ft-a - All All All
Hardware Cisco Asr 901-6¢z-ft-d - All All All
Hardware Cisco Cbr-8 - All All All
Application Cisco los Xe All All All All
Application Cisco los Xe 17.3.1x All All All
Operating System Cisco los Xe All All All All
Operating System Cisco los Xe 17.3.1x All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317053 Cisco Internetwork Operating System (I0S) XE Software for Cisco cBR-8 Converged Broadband Routers Common Open Policy
Service Denial of Service (DoS) Vulnerability (cisco-sa-cbr8-cops-Vc2ZsJSx)
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